ATTACHMENT A

SCOPE OF WORK

SECTION ONE - DEFINITIONS AND ACRONYMS

1.1 Definitions

1‘

“Agency” means any official, officer, commission, board, authority, council,
committee, or department of the executive branch of State government. Also
includes, but is not limited to, state attorneys, Public Defenders, the Capital
Collateral Regional Counsels, the Justice Administrative Commission, the Florida
Housing Finance Corporation, the Florida Public Service Commission and the
Judicial Branch.

“Agency Participant™ means any official, officer, commission, board, authority,
council, committee, or department of the executive branch of State government.
Also includes, but is not limited to, State Attorneys, Public Defenders, the Capital
Collateral Regional counsel, the Justice Administrative Commission, the Florida
Housing Finatice Corporation, the Florida Public Service Commission and the

S
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Judicial Branch. This definition includes any “participant or contract participant”
except for Local Govemnment participants,

“Application” means a shorter form of application program. An application
program is a program designed to perform a specific function directly for the user

- or, in some cases, for another application program. Applications use the services

of the computer’s operating system and other supporting applications. The formal
requests and means of communicating with other programs that an application
program uses is called the application program interface (API).

"Business Days" means Monday through Friday, inclusive, except for holidays
declared and observed by the State or federal government.

"Business Hours" means 8 AM to 5 PM on all business day.

"Calendar Days" means all days, including weckends and holidays, except that if
the last day counted falls on a weekend or holiday, the due date shall be the next
business day thereafter,

“Charge Card” means a card issued to customers by a store, bank, or other
organization, used to charge purchases to an account for later payment.
“Confidential Information” means documents and electronic information that is
confidential or exempt under section (s.) 119.07 (1), Florida Statutes (P.S.),
Atrticle I, Section 24, of the Florida Constitution, or pre-empting federal law.
"Contract,” unless indicated otherwise, méans the contract awarded to Contractor

. under DFS ITN 11/12-17.

“Contract Manager” means, for the Department and Participant Contract
Managers further defined below, the person who will verify completeness and
quality of activities and tools, and-provide validation that the resulting work
products-support the business objectives and goals of the Department. For the
Contractor’s Contract Manager, means the person who is the primary contact or
the Department and Participant Contract Managers.
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"Contractor” unless indicated otherwise, meens a business entity to which a
Contract has been awarded by the Department, This may also be reforred to as
“Provider or Vendor”. Terms may be used interchangeably,

“Credit Card” means a card having a magnetic strip, issued by a bank or business
authorizing the holder to buy goods or services on credit,

“Customer” means person or entity that is making a payment for a fee for goods,
setvices and information,

“Dashboard” means a methad created to pull together information to support
managers at any level in an organization and provide the quick overview that
decision makers need to monitor the health and opportunities of the business.
These can be in electronic format either web-based or other report format. The
Daghboard must include the data in the reports that are required at both the
Participant level and the consolidated statewide level, on the attached list,
including at least the following:

(a)  Strategic information: focuses on high level measures of performance and
forecasts, if applicable, and provides static snapshots of payment card and ACH
transaction data (daily, weekly, monthly, and quarterly, etc.) that are not
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constantly changing or monitored

(b)  Analytical information: includes more context, comparisons, and history
over periods to be set in the Department’s Implementation Plan, along with the
payment card and ACH transaction data, such as drilling down into the underlying
details and system availability.

The finat elements-of each will be developed in the Department’s Implementation
Plan.

A Dashboard Schedule will be provided by the Department Contract Manager.
“Day” means business day (defined as the Department’s normal working hours)
unless otherwise described. 7

“Debit Card” means a card having a magnetic strip authorizing the holder to buy
goods, services, and information used in cash transactions, but which is not a
Credit Card. ' :

“Deliverable” means all results, items and/or materials representing goods and
Setvices, provided, prepared and delivered or to be delivered to the Department or
a Participant in the course of performance under this Contract of the Services by
the Contractor. Deliverables shall be more specifically described in definable
verifiable detail in the Scope of Work and Participant Implementation Plans.
“Department” means the Department of Financial Services (DFS) or Chief
Financial Officer (CFQ) except where the Department is in the role of Participant,
Terms may be used interchangeably.

“Department Contract Manager” means The Contract Manager for Treasury’s
¢Payment Services who will verify completeness and quality of activities and
tools, and provide validation that the resulting work products support the business
objectives and goals of the Department. Further, the Contract Manager is to
provide oversight to the project management processes as well as quality
assurance of the deliverables and work products produced at various stages of the
project.



20.

21.
22.

23.

“Department’s Implementation Plan” means the Department’s plan developed by
the Department and the Vendor, used to manage the Contract by providing the
structure to monitor the elements and deliverables with the Vendor and
Participants.

“eCheck or ACH” a means of making an electronic payment over the internet
using a checking or savings account as the monetary funding vehicle,

“ePayment” means a payment made over the internet, Telephone or at the Point
of Sale using a Debit Card, Credit Card, Charge Card, ACH, electronic check or
EFT,

“ePayment Collection Solution” means processing options providing for the
collection of electronic payments over the Internet. Options include:

. Gateway: A solution for Participants that collect all end-user and payment
information on their website and pass payment details to the Vendor for
payment processing, authorization and settlement. All end-user and
payment information is collected and stored on the Participant’s site.

ii. Partially Hosted Gateway: A solution for Participants that want to collect
end-uset information on their site then pass the end-user to the Vendor’s
site for payment check-out. Additional features allow a participant to
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choose from a one-time pay or an enrolled payment feature. All payment
information is collected and stored on the Vendor’s site, with payment
details remitted back to the Participant’s business system, :
iii. Fully Hosted Gateway: A solution fully developed for the Participant and
“hosted by the Vendor redirecting the end-user via a URL from the
Participant’s Internet site to the Vendor’s site, End-user and payment
details are collected, processed and stored on the Vendor’s site.
“Enterprise ePayment Collection Solution™ means a Vendor's solution that
permits each individual Agency Participant-Level ePayment project/application to
collect and store business process details while cornmunicating with the
Partlclpant’s business system through standardized transmissions sending and
receiving Agency data fields and/ or payment details.

“Local Government Participant” means a unit of local government, including a
mumclpahty, special district, or board of county commissioners or other
governing body of a county, a consolidated or metropohtan government, and any
clerk of the circuit court, sheriff, property appraiser, tax collector, or supervisor of
elections.

“Merchant™ used in the context of this solicitation and contract, means any
Participant set up to accept card brand payments.

“Participant Contract Manager” means The Contract Manager for Participants’
ePayment Services who will verify completeness and quality of activities and
tools, and provide validation that the resulting work products support the business
objectives and goals of the Department. Further, the Contract Manager is to
provide oversight to the project management processes as well as quality
assurance of the deliverables and work products produced at various stages of the
project.
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“Participant or Contract Participant” means any State Agency, Judicial Branch or
Local Government that sighs an agreement to participate in the ePayment
contract. The Participant is also known as the Merchant.

"Pamclpant’s Implementation Plan” means the plan used to gather the
requirements for the Participant-Level project during implementation.
“Participant-Level” means the lowest level unit or section within an Agency
Participants Bureau or Division having unique business needs to transact
electronic payment business and keep data uniquely segregated.

- “Participation Agreement” means a merchant level agreement that makes the

Participant a party to the ePayment contract.

“Payment Card” means a Credit Card, Charge Card, or Debit Card that is
accepted by Agency Pamclapants and Local Government Participants for the
payment for goods, services, and/or information,

“Payment Card OrganizationRules” means payment card policies/rules requiring
Merchant/user compliance,

“State” means the State of Florida.

“State Data” means any data or information of or concerning the State,
Department or Participants that is provided to or obtained by the Contractor-or
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Contractor personnel in connection with the negotiation and execution of the
Contract or the performance of the Contractor’s obligations under the Contract,
including any such data and information that either (i) is colleoted or processed by
Contractor personnel in the perl‘ormance of the Contractor’s obligations under the
Contract, including data processing input and output, performance measurements,
asset information, reports, third party service and product Contracts, and the
Contractor’s charges to the Particxpants, or (i) resides in or is accessed through
the Participant’s operating environment or the Contractor’s Service delivery
infrastructure; as well as any data and information derived from the foregoing.
This may also be referred to as “Data”. Terms may be uséd interchangeably.
“Shared Data” means any data or information of or concerning the State or the
Department that eithier is created or generated by Contractor personnel in the
performance of the Contractor’s obligations under the Contract, including third
patty servioe and product contracts in accordance with Payment Card
Organization Rules or other applicable requirements,

“Vendor” unless indicated otherwise, means a business entity to which a Contract
has been awarded by the Department, This may also be referred to as “Provider or
Contractor”, Terms may be used interchangeably.

Acronyms

.
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“ACH” Automated Clearing House

“AOC” Attestation of Compliance

“DOR” Florida Department of Revenue
“DOT” Florida Department of Transportation
“DSS” Data Security Standards

“BFT” Electronic Funds Transfer

“eCheck” Electronic Check

“ePayment” Electronic Payments
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“B.A.C.” Florida Administrative Code

“F.S.” Florida Statutes

“FTP” File Ttansfer Protocol

“HTTPS” Hypertext Transfer Protocol Secure

“IPSec” Internet Protocol Security

“IVR" Interactive Voice Response

“NACHA” National Automated Clearing House Association
“NSF” Non-Sufficient Funds

“PCI” Payment Card Industry

“POS” Point of Sale

“SOAP” Simple Object Access Protocol

“SSAE” Standards for Attestation Engagements Statement
“SSL” Secure Sockets Layer

“SSH” Secure Shell

“TLS"” Transport Layer Security

“VPN” Virtual Private Network

SECTION 2: SCOPE OF WORK

21  ePayment Collection Solution and Design

L,

. The Vendor must transition or provide for the implementation of current

Participants (Agency Participants ahd Local Government Participants) into the
new contract providing services and ongoing support for any Participant desiring
to uge this contract.

The Vendor must provide Agency Participants and Local Government
Participants with ePayment services for ePayment Collection Solutions, POS
operations and Merchant services, This shall include a suite of electronic
payment options that permit consumers and businesses to conveniently and easily
pay for goods and services via the internet, by phone or at the point of sale using a
Credit Card, Debit Card, Charge Card or checking/savings account.

For Agency Participants, the Vendor shall provide a web-based Enterprise
ePayment Collection Solution option. The enterprise solution should standardize
transitioned and new ePayment implementations. Within the first 12 months of
the Contract the Contractor will survey Agency Participants under the previous
contract and provide the Department a proposed enterprise solution option that
enables each Agency at its individual Participant-Level to collect and store
business process data while communicating with and updating the Participant’s
business system through standardized transmissions. As the solution must be
capable of oapturing all the requirements specified in this Scope of Work, the
solution must detail any functional equivalents being offered in place of
requitements that cannot be provided in the manner described within this Scope of
Work.

The Vendor shall provide additional ePayment Collection Solution options, if it is
determined, by the Department, that an Agency Participant is unable to transition
to an enterprise solution,



The Vendor shall work mdependently with Local Governmient Participants in
selecting the best ePayment services provided in this contract to meet their
business needs.

The Vendor will facilitate the following business processes for the Department of

Revenue:

a) The Department of Revenue (DOR) receives approximately 38 billion
dollars in total tax revenue annually for 57 tax revenue sources. The DOR
offers an array. of options for its customers to pay including the Internet,
an IVR, gateways (IRS' Modernized ¢-File Program) and through
commercial software vendors and transmitters. The Vendor must provide
a solution(s) chosen by the Participant to include the following solution-

speclfic requitements:

i Creating a single end of day file per solution contammg all
transactions (ACH and debit/credit card) received via all options
utilized by the DOR.

ii, Providing the DOR with a copy of the NACHA formatted file sent
daily 1o the ACH network;

Accepting and initiating widely used standard entry class codes

(SEC) such as CCD, PPD, TEL, WEB.

iv.  Accepting and initiating a zero dollar transaction with remittance
data (not a pre-notification);

v. Accepting transactions from bank accounts stored in the “negauve
database™;

vi.  Providing the DOR and its customers the ability to cance! a
previously scheduled payment;

vii.  Providing the DOR and its customers the ability to inquire about a
previously scheduled payment via an API requost and response;

viii.  Accepting data file containing user/customer information which
may be used for account validation on fully hosted payment
solutions; and

ix.  Inaddition, the DOR contracts with a third party vendor who hosts
‘many of the DOR’s payment applications. This third party vendor
collects payment transactions throughout the.day and sends batch
files containing ACH instructions as well as pertinent customer
information. Vendor requirements specific to this process are as
follows: ,

(1)  Receiving multiple batoh files at the end of each business
day. On a peak day (1-2 times per month), a file may
contain 35 - 40 thousand individual transactions. Each file
contains multiple batches. Each batch contains transactions
expected for a specific effective date (scheduled).

) Completing acceptance of transactions received via batch
files prior to beginning the end of day process to capture
any transactions that have effective datos for the next day,
Batch files are sent from 5pm ET to Spm ET.



(3)  Sending an acknowledgment for each batch file. Each
acknowledgment must contain the number of accepted
transactions, total dollar amount of accepted transactions-
and list any rejected transactions individually with the
reason for rejection.

(4)  Accommodating DOR's holiday schedule for processing
transactions which may differ from the holiday schedule
observed by the Federal Reserve,

(5)  Converling effective dates in batch files to-applicable
processing dates to ensure transactions are sent through the
ACH network to accommodate expected effective dates.

b) The Department of Revenue is currently procuring services to develop a
One Stop Business Registration portal to make it easier to statt / create a
business in Florida, The portal’s design may be expected to utilize the
services identified in this Contract to interface with the State’s/Department
of Revenue’s payment application,

The Vendor must provide an ePayment Collection Solution for the Department of

Transportation Florida Turnpike Enterprise / SunPass to collect tolls

electronically from SunPass and TOLL-BY-PLATE customers. SunPass readers
recognize vehicles equipped with a transponder and deduct the correct toll amount -
from the customer’s prepaid account, SunPass has several electronic payment
methods to replenish its customer’s accounts and settle TOLL-BY-PLATE billing
documents, SunPass currently utilizes proprietary roadsice vehicle detection
techinology to classify and toll vehicles, in-house developed back office and
customer account management systoms to maintain accounts, and contracts in-
house staff to develop and support these technologies,

In addition to accepting most major credit cards, on-line and over the phone,
SunPass has partnered with several electronic payment partaers to provide
convenient cash payment services to customers through proprietary payment
kiosks, retail cash registers and other payment acceptance channels, SunPass does
not accept ACH but reserves the right to accept ACH.

SunPass is a Level 1 merchant. As such, all SunPass systems, networks,

processes and organizations are required to achieve and maintain comphance to

the PCIDSS. SunPass’ software technical architecture employs a service based
model using Simple Object Access Profocol (SOAP) based secure web services
thus any integration of provided solutions must use this integration strategy.
SunPass uses the Protobase distributed payment gateway solution to manage

credit card authorizations and settlements, This system is tightly coupled to the
customer account management systems; however, the current payment gateway
uses standardized APIs (Application Programming Interface) allowmg SunPass to -
change payment processors at any time.

Each Vendor’s ePayment Collection Solution system must meet a 99.7 percent
system availability during the initial year of the Contract and thereafter a 99.9



percent system availability measure, over a six-month period excluding scheduled
down time subject to the force majeure provisions, and provide a report to the
Department, that documents their system availability measure, monthly in the
Dashboard within thirty (30) days after the end of each month.

22 Next Generation Solutions
The Department will have the option of incorporating next generation ePayment
Collection Solutions or options and the related costs will be added to the contract as they
become available in the ePayment industry.

2.3 Electronic Payment Processing Types
The Vendor shall provide the following electronic payment processing types:

1.

-~ uponpaymentcard brands during the term-of this Contract.

Internet — Provide a full selection of electronic payment vehicles using PCI DSS
certified gateway providers to complete internet payment transactions for the

acceptance of Payment Card and ACH transactions. Payment card types include
Discover, MasterCard, VISA, and American Express, and other mutually agreed

Replenishment services - SunPass application/system generates a recurring credit
card transaction when the customer's account balance falls below the expected
minimum balance. The Vendor must be capable of authorizing and settling

recurring credit card transactions for the purpose of replenishment when the

Department of Transportation, Florida’s Tumplke Entorprise SunPass application
system ot other Participant desiting this service, sends the payment request.

Point of Sale - Provide a method to accept and process POS transactions. Provide either
through purchase or lease/rental agreements, PCI approved POS equipment and
supporting software. Provide inltial equipment and supplies within five (5) to seven (7)
business days of completed request and replacement equipment and supplies within three
(3) business days of request subject to capacity/inventory availability.

Interactive Voice Response (IVR) - Provide a toll-free IVR solution with touch-
tone recognition options at a minimum, and if available, speech recognition
options; operating twenty-four (24) hours a day, seven (7)-days a week; capable of
interfacing with a Participant’s business. system; and available in additional
languages other than English, but at a2 minimum Spanish. The Department
reserves the right to add agreed upon additional languages during the term of this
contract. The IVR solution must have the ability to transfer customers to a
Participant's customer support call center and/or a Vendor’s customer support
service representative, Monday — Friday 8:00 am. to 5:00 p.m. ET, Associated
TVR fees are identified in the Price Schedule.

2.4  Electronic Payment Transaction Types
The Vendor shall provide the following electronic payment transaction types:

1

Debit and Credit Cards

The Vendor must, consistent with this Contract, accept and process all Credit.and
for Debit Cards with the appropriate American Express, Discover, MasterCard
and VISA logos, and other mutually agreed upon payment card brands during the
term of this Contract,
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Charge Cards — The Vendor will accept and process agreed upon charge cards.
Electronic Check / ACH Payments _

The Vendor must provide for the acceptance of electronic checks. The solution, if
selected by the Participant, shall assist in reducing the number of returns, prohibit
an end user from making a payment with a bank account that has exceeded a
predetermined limit of NSFs except as stated in a Participant’s Implementation
Plan, and check for duplicate payments by verifying the check number, payment
date and account number. _

The Vendor will provide a solution, if selected by thie Participant, to support
Internet eCheck guarantee services within twelve (12) months after-contract
effective date, or its functional equivalent, that will allow Participants to reduce
the number of web-based eCheck retutns.

Other Electronic Payments

Additional electronic payment processing and transaction types or methods may be added
to this contract and cost related to additional electronic payment types or method will be
added as they become available in the industry,

2.6

Payment Card and Electronic Check Processing, Authorization and Settlement

I,

The Vendor will process, authorize and settle all payment card brands and ACH
trangactions agreed upon in the applicable Participant’s Implementation Plan,
based on the requirements in Section 2.1.8. These transactions will be processed
via the Internet and at the Point of Sale. Transaction processing and authorization
costs are included in the Price Schedule.

8) All proceeds of credit cards, charge cards, debit cards, and electronic
checks (settlement) shall be delivered to the designated state bank account
in accordance with 69C-4.004, Florida Administrative Code. Note:
Transactions under the optional service, Dynamic Currency Conversion,
are estimated for deposit at transaction initiation date plus four business
days as determined by the Associations and Treasuty Service provider to
move and convert foreign currencies, The Dynamic Currency Conversion
services may be utilized upon amendment to Chapter 69C-4.004, Florida
Administrative Code to permit the four-day timeframe.

b) All Payment Card interchange, fees, dues, assessments or other applicable
pass-through charges required by the Payment Card Organizations must be
charged to the applicable Participant rather than the Department,

c) All ACH funds must be seitled on the effective date, into Participants’
designated bank accounts at a Qualified Public Depository, as per Chapter

- 280, F.S. For the purpose of ACH transactions under this Contract, the
effective date is the settlement date.

The Vendor must capture authorization codes and/or authorization numbers for

credit catd transactions processed. The authorization codes and/or numbers must

remain a part of the transactions and be provided electronically to the

Participant’s business application.

The Vendor must assign and/or accept a unique Participant-defined number to be

included, in a field identified by the Vendor on the settlement transaction record,



allowing for transaction identification and traceability, e.g. Merchant ID, project
name, as prowded by product design..

The Vendor is to have the capacity and resources availability to absorb the state’s
sizing requirements into its solutions and to scale up to meet the state’s needs
during the contract term referred to as performance and scalability. Thus, the
Vendor’s performance-and scalability must exceed 150,000 Payment Card
transactions per day upon initial Contract implementation go live, and the volume
of ather transactions, ¢.g., as indicated in Attachment F— Voluines, Equipment
and ePayment Solutions; and allow for an increase in size, scope and complexity
to meet a yearly estimate of a 2% increase in the number of transactions during
the term of the Contract.

The Vendor must provide and support the following Payment Card autharization,
settlement and fraud prevention methods:

a) Card verification values;

by  ~ Address verification;

) Account updater;

d) Configurable limit fields allowing Merchant to set upper and lower charge
amounts;

€) Automatic detection and avoidance of duplicate authorizations, refunds
. and settlements;
f) Refunds verified against original authorization;
g Automatic detection of high-risk activity; automatic detection of high-risk
" activity means identifying suspicious transaction activity by using
automated screening tools and decision systems to evaluate the risk of
incoming payment card transactions and improve the accuracy of accept /
decline decisions; employing skilled fraud analysts who will manually
review and dispose of high risk cases.
h) Merchant Services support for answering fraudulent inquiries; and
i) Automated settlement notification.
The Vendor must provide multiple cut-off times to accommodate Participant-level
batching and settlement requirements as agreed to in the Participant’s
Implementation Plan,
The Vendor must provide a solution which allows single Payment Card batch
scttlemeént processing for batch sizes greator than 99,999 transactions.
Participants submit Payment Card or ACH batches containing high volumes of
transactions that may overlap settlement cut-off times. Vendor must be capable
of assisting with extending processing network hours to comp]ete settlements and
provide solutions to eliminate split batches as.agreed upon in the Participant’s
Implemeritation Plan. Participants submit files/batches containing high volumes
of Payment Card or ACH transactions that update back-end databases that may
extend beyond the vendot's cut-off times, The Vendor must be capable
of assisting in adjusting.the processmg network hours within product dictated
timeframes when these files are in process to insure complctlon and provide
solutions to eliminate split batches as mutually agreed upon in the Participant's
Implementation Plan.
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2.7

Payment Card Settlement Reconciliation

1.

The Vendor must provide the Department a daily settlement reconciliation file
specific to merchant processing activity, by 9:00 am ET, but no later than 5:00 pm
ET, containing details for all Agency Participants’ settlement activity. There will
be no.costs to the Department for the daily settlement reconciliation file.

If a Participant has a need for a separate file for its own business process needs, a
separate daily settlement file shall be provided containing only the Participant’s
settlement details, If a Participant, other than the Department request a daily
settlement reconciliation file, then each Participant will be responsible for its
transmission costs (set up, monthly fees, etc.) which are provided in the contract
Price Schedule. The Department will not incur any costs for the transmission of
the Agency Participant files.

28  Payment Card Chargebacks, Refunds and Adjustments, and eCheck /ACH Returns
The Vendor must adhere to all chargeback rules and regulations published by applicable
payment card brands utilized by the Department,

1. Transaction refunds, chargebacks, and/or adjustments processed for Participants
must be debited or credited from/to Participants’ designated bank accounit(s).

2. The Vendor must support the chargeback process from the time the Vendor is first
notified through final resolution; at which time, the item is successfully resolved
or the item is charged back to the Participant. Any chargeback fees and
associated research fees will be included in the Price Schedule.

3. The Vendor must provide a web-based chargeback trackmg/resolutxon tool or
process available to the Participant that includes, but is not limited to, viewing
chargeback details, reports, and ability to respond and resolve inquiries.

4. The Vendor must support the tracking and resolution of misapplied customer
refunds and adjustments.

3. The Veridor must offer a solution which allows for real-time purchase alerts for past
NSF returned check activity and duplicate payments on electronic check payments,

6. The Vendor must provide on-line transaction access to returnéd electronic check /
ACH information, as provided by product design.

2.9 Reporting and Query Requirements

L.

Reporting and query capabilities are required for ePayment Collection Solutions,
Point of Sale operations and Merchant services. The Vendor’s solution must
deliver robust reporting and query tools for the Department and Participants. The
reporting and query tools must exhibit flexibility permitting the Department and
the Participants to select from a full array of delivered and ad hoc reports that can
be tailored to fit their individual needs, as provided by product design.
Product-Specific Reports and Queries:

a) Must be accessible electronically through the Internet and downloadable
in a variety of formats, at least CSV, text, pdf and Excel, throtigh the
Participant’s web-browser or securely interfaced into the Participant’s
business system and contain sufficient detail to reconcile payments;
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b)

d)

Must have user defined reporting and query capabilities available ina
detailed hisrarchical structure at the Department/State, Participant,
Division and Project/Application level, to include Merchant, multiple
Merchants, terminal IDs, and type of electronic payment;

Must provide ad hoc query capability with the option to save a report for
future use and be available by specific date ranges: daily, weekly,
monthly, quarterly, annually and contain selected data fields;

Must provide five (5) custom (non-delivered) réports that include data
elements utilized in the solution chosen by the Department and applicable
card organization data elements. These five reports are chosen at the

disoretion of the Department and at no charge. Pricing for additional

custoi reporis above the five (5), requested herein, are included in the
Price Schedule;

Must provide the ability to restrict access to electronic reporting and
inquiry through administrative rights, password protection, or other
restrictions required by Participant;

Must provide transaction details for chargebacks, refunds, adjustments,
and statuses;

g8

h)

)
k)

D

Must provide online access to detailed and summarized transaction data

for 13 months;

Must be capable of rolling up the transaction volumes, amounts, returns,

etc., to desighated hierarchical levels by card type for location and

payment types;

Must be capable of querying and drilling down in real-time from summary

reports to the details of the report;

Must provide real-time web reporting of transactions from authorization

through payment and reconciliation;

Must provide semi-annual analyses and comparisons of the following:

i Payment card interchangg categories; e.g., Public Sector, Emerging
Market, CPS-Retail 2, etc. analyses for each Participant,

it Comparison and trends of previous interchange rates as compared
to new rates.

Must provide 8 Dashboard to the Department with all requirements

included for the reporting period as identified in the Department’s

Dashboard Schedule to be finalized in the Department’s Implementation

Plan. This can be in electronic format either web-based or other report

format.

Must provide a secure website access to or otherwise provide the

Contractor’s Statement on Standards for Attestation Engagements

Statement (SSAE) 16, on a yearly basis within 60 days afier being

published by their independent auditors, It will be provided confidentially

according to Master Contract section 7(h). The SSAE 16 will cover the

State’s fiscal year which ends June 30th, For any time during the fiscal

year not covered in the SSAE16 the Contractor will provide a Bridge/Gap

Letter or a follow-up on any outstanding items from its independent

auditors or a functionally equivalent independent Federal Financial

12



2.10

2.11

212

2.13

Institutions Examination Council (FFIEC) standards certification related
to data security.

Convenience Fees

1. The Vendor must assist the Participant in remaining compliant with convenience
fee requirements. The Vendor must notify the Department and Participants of
changes in the convenience fee regulations, as dictated by the payment card
industry and all applicable state and federal laws and rules and provide notification
to the Department and Participants thirty days (30) prior to the effective date of
changes unless outside the reasonable control of the Vendor,

2. The Vendor must provide for the charging of a8 convenience fee on a transaction
and shall be capable of combining and splitting the convenience fee from the
transaction fee within Payment Card Organization Rules and applicable law.

Billing

1. The Vendor shall not debit the Treasury’s Concentration Account for fees or
charges, other than chargebacks, refunds, adjustments and electronic check
returns, for Agency Participants.

2 The Vendor must provide each Agency Participant and Local Government ————— —

Participant a monthly invoice, unless the Local Government Participant elects to
have the Vendor debit its bank account. The Vendor's invoice will provide
details on all contractual transaction costs resulting from the payment activity
processed for the month and sent no later than the 30th of the following month,
unless Vendor or Participant encounters difficulty beyond their control, Billing
shall be available at each Merchant ID, terminal ID number or location level
enabling the Participant to identify associated expenses. Invoicing must provide
for lower level costs to be rolled up to the highest level within the organization.
Monthly billing/invoicing of fees to each Participant shall be the tesponsibility of
the Vendor and contain such detail that the Participants can audit and approve
payment of invoice with minimal need to contact the Vendor,

Customer Support Service
The Vendor shall provide the following customer support services for ePayment
solutions, Point of Sale operations and Merchant services:

1. Account management support for payment processing and invoicing,
2 Real-time access to transaction detail.
3. Qualified support staff in adequate numbers and locations to meet the needs of the

contract and required additional customer service/account managers during large
system changes or when Participants have unexpected issues that need to be
addressed timely.

4, Report Participant product use to the Department to enable monitoring the quality
of customer and support service activities,

5. Escalation of Participant issues according to escalation procedures to resolve
quickly and appropriately.

Participant Training and Consultations
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During the first six (6) months of the Contract the Vendor must be available for a
maximum of six onsite consultation events with the Department at the Vendor’s
expense, as requested in order to ensure a successful implementation of the
Contract. These include any meetings required by section 2.15.1.

The Vendor must provide consultation to the Department up to twice per year at

the Department’s request and Participant training via conference call or webinars

for all facets/areas of its ePayment solutions, Point of Sale operations and

Merchant services. There shall be no Department and /or Participant expense for

training and consulting.

Training services must include, but not be limited to:

2) A training program that will keep the Department and the Participants
informed and up-to-date on current Payment Card Organization Rules,
Payment Card Industry requirements and apphcable state and federal
clectronic payment regulations;

b) POS equipment and software installations and use;

c) ePayment Collection Solutions offered by the Vendor;

d) Reporting tools;

e) Informing the Department and the Participants of efficiencies thatmay
reduce expenses;

) Informing the Department and the Participant of new or advanced
technology innovations; and

3. Consultation services must include, but not be limited to: Weekly ongoing consultations
with the Department via teleconference, e.g. discuss outstanding issues, project status,
deliverables, etc. On-site Vendor consultation shall be provided up to twice per year at
the Department’s reasonable request.

214

Electronic Payment Equipment and Software

bli

The Vendor must provide PCI approved POS equipment and software on a
purchase, lease or rental basis, Inform Participants of equipment software
upgrades and provide installation support, Equipment software upgrades for
purchased, leased or rented equipment, supported under this contract, will be

~ provided at no additional costs to the Participant. Terminal fulfillment is subject

to capacity/inventory availability.

The Vendor must ensure the Participant’s existing POS equipment and software is
compatible with the Vendor’s solution or upgraded with minimal impact and cost
to the Participant. If new equipment is required, the Participant will purchase or
lease the equipment at the contracted rate. If software upgrades are required on
compatible equipment currently utilized by the Participant, software upgrades will
be provided at no itemized cost to the Participant or Department.

The Vendor must repair and/or ship replacement POS equipment within three (3)
business days of notice of failure. The Vendor may bill for shipping unless there
is any.error in the equipment being shipped, e.g., faulty or incorrect equipment.
The Vendor must provide supplies for Point of Sale equipment, e.g. terminals,
printers, etc., at no cost to the participant. Shipping of the supplies will be
charged according to subsection 3 sbove.

14



215 Electronic Payment Project Management
Initial Statewide Contract Implementation
a.) The Depariment’s Implementation Plan will be developed by the Depattment

1.

b)

and the Vendor within 60 days after contract execution and will include the
foliowing:

i, Dashboard Requirements;
if. Change Order Form;

ii. Ba_r‘gglpang-Level Close Qut Summary; and
iv, Participant’s Request for Product Upgrades, Modifications, and/or
Enhancements,

New Participation Agreements for Participants within six months of
contract execution.

New Participant-Level Project Implementation Management (Future
Implementations)

2)

The Vendor will provide, to the Department, both Local Government and
Agency Participants information and statistics agreed upon in the
Department’s Implementation Plan, allowing for the management of the

b)

9

statewide contract as identified in the Dashboard Schedule.

The Vendor will consult with the Department and the Agency Participants
that are approved by the Department to accept electronic payments,
Together they will determine best solution to be implemented, gather
requirements, and-develop the Participant’s Implementation Plan. Local
Government Participants do not require Department approval-and the
Vendor will consult with them independently to determine requirements
and best solution.

During the term of the contract, the Vendor must assign a
project/implementation manager for each Pamclpant-Level project, €.8.
implementation of new system projects, conversion or expansion of
existing projects. The project/implementation manager is the person
designated responsible for the overall management of the project,
authorized to make decisions and manage the allocation of resources on
behalf of the Vendor,

" Where necessitated by complexity or for gateway solutions, the Vendor

must provide an implémentation work plan, which does not contain
requirenents inconsistent with the capabilities of the product, for each
Participant-Level project to implement new projects, convert or expand
existing projects. The implementation work plan shall include a schedule
of all activities, tasks, and deliverables from the date of the initial meeting
of the proposed project through successful testing and 1mp1cmentatlon to
final sign-off by the Participant. The Vendor will remain on schedule as
indicated in the initial project implementation work plan with adjustments
to schedule as necessary due to changes in scope. All revisions will be
documented in the project implementation work plan.

The Vendot must provide an agreed to change order request plan to the
Department for Participant-Level projects that identifies changes after the

15



project requirements have been gathered and approved by the Participant.
The plan must describe where in the project development process changes
can be requested and / or changed and when & change order requiest will
incur cost(s). Any costs associated with change order requests ate
indentified in the Price Schedule.

f) Where necessitated by complexity or for gateway solutions where
mutually chosen solution enables, at the close of each Participant-Level
project, the Vendor should provide the Department and Participant a
close-out summary of the Participant-Level project or a completed
Pamcipant’s Implementation Plan to include:

i Project purpose, description of the solution(s), project timelines,
obstacles, and lessons learned;
it The Vendor will maintain a comprehensive list, during the term of

the contract, of Participants implementation request for product
upgrades, modifications and/or enhancements that were not
available at implementation with the expected availability date, ag
product development is able to accommodate; and

iii. _Issues identified during development and how they were resolved

2 Any implementation costs shall be charged to the participant for
Participant-Level projects.

2,16 Payment Card Industry / Data Security Standard Certifications and Requirements

1. The Vendor products, solutions, etc., shall be PCI DSS certified and shall
safeguard all transmitted, processed and stored data, particularly files that contain
cardholder information, 5o as to be compliant with PCI DSS, individual Payment
Card Organization Rules and applicable state or federal laws,

2. The vendor shall maintain PCI1 DSS accreditation and provide Attestation of
Compliance (AOC) or proof thereof on a yearly basis and within sixty (60) days
of issuance.

3. The Vendor will provide at no charge PCI DSS customer support and staff for
expertise and guidance ensuting compliance with PCI DSS that will include, but
not limited to the following:

a) Provide the Department and Participants with a plan to achieve PCI DSS
compliance for Participant -Level project and make specific
recommendations to ensure PCI DSS compliance is maintained.

b) Participate in PCI related meetings-and conference calls at the request of
the Department or Participant.

) Provide PCI training to educate and inform the Participants on the
: importance of PCI and any changes/clarifications of the DSS.

2.17 Management Escalation Procedures
The Vendor must provide agreed upon escalation procedure or dispute resolution for the
handling of all issues, incidents and problems, to include a detailed communication plan
to all parties; e.g,, Participant-Vendor, Vendor-Department, Vendor-Participant.

2.18 Systems Requiremen_ts and Testing
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Data Accuracy - As a general performance measure the Vendor must maintain an
average 99.9995% data accuracy level for ePayment transactions processed and/or
transmitted during a six (6) month period. Data Accuracy means the degree to
which the data delivered to the Contractor matches the processed data, based on
the volume of inaccurate data reported by a Participant to the Department.
Activities during a force majeure event are not counted in the Department’s semi~
annual measurement., The result of the measurement will not be provided to the
Department as it is not tracked by vendor. The Department will provide an
opportunity for Vendor to review the data used to calculate the measurement and
respond regarding the metric.

ePayment Collection Solutions - The Vendor must provide the Participant with
secure and up to date processing systems and eéquipment and provide upgrades,
modifications, and/or enhancements to include the following secure network
connectivity:

s Support direct leased lines;

» Support site-to-site secure VPN; and

o Support IP-Addtess filtering and blocking.

The Vendor must provide the Department and Participants scheduled maintenance

windows for maintaining and supporting operations as a part of the normal course
of business. Routine maintenance shall be at the Vendor’s expense, If the
Vendor’s solution requires routine maintenance, the maintenance must be
performed within scheduled maintenance windows occurring during non-peak
hours, e.g., 1 a.nx. to 5 a.m. Any changes to the routine schedule must be
clectronically communicated to the Department and the Participants,

Participant Project Teésting Environment - The Vendor shall provide the
Participant a test environment that mirrors, but does not require a separate setup,
the production environment, The test environment should be parallel to
production environment including data connections, firewalls, and server
environments. Testing will be supported by the Vendor in phases that will ensure
operability and desired results in unit, system and acceptance testing and meet
targeted production date and support/guidance for live testing.

Data Transmission Security - The Vendor must provide and ensure that each
Participant-Level project utilizes security protocols (based on the product chosen
by the Participant) that safeguards the confidentiality and integtity of information
during data transmissions and are in compliance with PCI, e.g. HTTPS, 128-bit
SSL. '

Web Application Standards — The Vendor must provide application programming
interfaces agreed upon in the applicable Participant’s Implementation Plan, using
secure web application standards specific to web-based technology for application
interface standards, e.g., OWASP and OASIS standards.

Provide to the Department and the Participant, written notice for changes to
existing technology (e.g. equipment, software) currently being utilized by the
Participant. Additionally, if the technological changes are known by the Vendor
to be of a nature which will impact the Department’s or the Participant’s
applications, the notice shall include an alert to such impact.
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2.19 Data Management and Security
1. The Vendor must maintain policies and procedures on who has access to secute
data, how access is controlled and the daily operation and management of systems
consjstent with ePayment data management and security standards.
2. The Vendor must restrict access to unauthorized persons and maintain internal
controls to monitor, detect, record, or log system access activity where relative to

this Contract, The Vendor must notify the Department, within twenty-four (24)

hours of being made aware of any unauthorized activity.

3 The Vendor will provide options to protect cardholder information in order to

meet PCI DSS compliance as follows:

a) Truncation: the ability to eliminate all digits of a credit card number
except the last 4 digits or the first 2 / last 4 digits;

b) Encryption: the ability to transform credit card information, by applying
mathematically proven cryptographic methods, into unreadable data unless
explicitly allowed; and

c) Tokenization: the ability to replace persistent credit card information in

applications and databases with-a token that can-only be ¢xchanged witha—— —— -
credit number when it is required.
i,  AtPoint of Sale
ii.  Upon Authorization
The needs of the State are for the Vendor to offer the processes listed above or a
functional equivalent that provides for storing card information that protects
. cardholder information in order to diminish the Participant’s PCI compliance
obligations. The Participant electing any such option shall provide 180 days
notice, to the Vendor and the Department, of its intent to elect an option, The
Contractor will then provide the implementation go live within 180 days unless
otherwise agreed to in the Implementation Plan,

4, The Véndor must provide access to the Participant’s data by extending access to
the Vendor’s reporting tool for a period of twelve (12) months after contract
cancellation, termination, or expiration. The Vendor must make all State and
Shared Data accessible to the Departnient and identify any per Participant
reporting costs associated with the access to such data in the Price Schedule.

2.20 Disaster Recovery

1. The Vendor must provide annual certification, within sixty (60) days after the.
Contract anniversary date, of the existence and adequacy of its disaster recovery
plan that assures business continuity, for the Department and Participants, during
a disaster. The certification or the SSAE must be executed by an independent
auditor or regulator as to the successful performance of the annual Disaster
Recovery test.

2. The Vendor will provide the order of succession for assigned officer and key staff
that the Department works with in the regulac course of business,

3 The Vendor will provide a process for notifying the Department when the
Vendor’s ability to do business with the Department or Participant has been
compromised within four (4) hours, other than low priority minor impacts.
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The Vendor must have an established secure back-up system for services and
report delivery if the web-based system is unavailable. This back-up must be
functioning within 24 hours of the occurrence during the initial year, and
thereafter eight (8) hours of the occurrence, In the event the Vendor does not
provide a functioning back-up system within eight (8) hours of occurrence, the
department may assess sanctions described in the Deliverables,
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SECTION THREE -- DELIVERABLES

The Department requires the following services and other forms of deliverables (Doliverables) retated
to the State of Florida's and local governments® ePayment services,

Section

Reguivenrent

Pevfornunee Metrie

e Date

Fimancial Consequences

2,13 For Agency Participants, the The Vendor has met thie Within the first 12 (Ifthe Vendorhsanot |
Vendor shal provide a web~ measure end hag provided an | months of Contract | proposed dh Eriterprize
based Enterprise ePayment.  Entefprise Solution as execution Solution within the firgt 12
Colicction Solution option, The | described in section 2.1.3 of the months of the contract, the
entorpriss solution should scope of work, Vendar's client teamy will
standardize transitiohed and now oreate & cortective netion plan
ePayment implementations, at their expense and present it
Within the first 12 months of the to the Department for
Contract the Contractor will approval, The action plan
survey Agency Participants will provide for & mutualty
under the previous contract and agreed upon resolution or the
provide the Department & Departinent may terminate the
proposed enterpiise solution contract. '
option that enables each Agency
atits individual Participant-
Lavet to collect and store
business process data while
communicating with and
updating the Partiolparit's
business system through
standardized transmissions, The
solution must be capsble of
captuting the requirements
agreed upon between the
Dopartment and the Contractor
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Sectign »

Regoivement

as speolfied in this-Scope of”
Work, the solution must detail

that cannot be provided in the

Scope of Woxk.

any functional equivalonts being
offered in place of réquiremants

manner descyibod within this

Performunce Metric

Dae Divte

§

Financial Consequenigy

Provido'a full selection of " | Vendor offers internet payment | Continuous, from - | If the Vendorno Tonger offers:
electronic payment vehicles “yehlcles describe in seetion the first day of the | the intemet paymeiit vehicles,
using PCI DSS certified 2.3.1 of the scope of work and | Conteact provided in the scope of thiy
pateway providers to.complete | uses such certified providers, -conitract, or.-hes not used such
internat payment transactions - cortified gatewny providers.a
for the acceptanve of payment - corrective action plan will be
card types and ACH ctented by the Vendor's cliont
fransactions a3 déseribed in team at their expense and
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Suelion l

Reguirement

section 2.3.1 of the scope of
work,

Performance Mctric

e Date

3

‘presefited to the Department

Iy il Cansequences

or Participant for approval,

The action plan will provide

for & mutuaily agreed upon

resolution or-the Department
— may terminate the contraot,

232 Roplenishment setvices ~ The Vondor processod recurring Continuons, once | 1f the Vendor is iot c—aﬁbjc of
Vendor must amthorize and credit card payiments for the tequested by a accepting and/or processing
settle recurring credif card purpose of replenishment as Participant recuiring crediteard
transactions for the purpose of | specified in sections 2.3.2 and payments for the purpose of
replonishment when the 2.1.7 of the scope of work, réplenishment, the alfacted
Department of Transportation, Partiolpant may withhold
“Plorida's Tumpike Enterprise trangaction processing costs
SunPass application system or {excluding payment card
other Participant degiring this pass-throngh charges -
service, sends the payment Interchange, dues and -
tequest, assessmonts, fines, penalties

nve considered pass-through
charges) until Vendor Is in
compliance. These costs can
be offset in a Participants
subigequient involee,

2.33 Point of Sate - Provide a method | Vondor has satisfactorily met” | 2.3.3 1f the Vendor has not met one
to accopt and prosess POS the equipment and software Within five (5)to | of the requirements, the
transactions, Provide sither neecds, specified in section soven (7ybusiness | afficted Patticipant witl
through purolisse or loase/rental {2.3.3,2,14.1,2,14.2 &2,14.3 In | days of completed | withhold payment for the
agreements, PCI approved POS | the scope of work and within | request forinitial | requested equipment for the
equipmont and supporting the agreed upon timeframe. cquipment and month{s) in which the
software. Provide initial supplies and equipment was not replaced,
equipment and supplies within within three (3) upgraded or received within
five (5) to seven (7) business business days of | the specified timeframe,
days of completed request and completed request
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Secting 1

Regmivenent

ship replacement equipmeit and |

Performsnee Mogrie’

for teplacenictit

inneinl Consequences

capacity/inventory availability

Ensure the Participant’s existing
POS equipment and software is
compatible with the Vendor's
solution or upgraded with
minimal impact and cost to the
Participant, If new equipment is
required, the Participant will

supplies within three (3) equipment and
business days of requost subject supplies subject to
2.14.1 0 copacity/inventory capacity/inventory
availability. avallability.
Provide PCI approved POS 2,141
equiptient and sofiware on a Continuous, from
putchase, léase or rental basis, first duy of
Inform Participants of Contract
equipmont software upgrades
and provide Jnstallatlon
support, Equipment software
upgrades for purchased, loased
or renfed equipment,
supporied under this contract,
. Iy 2,142
wnll’be provided at no Continuous, from
2.14.2 additional costs to the first day of
Participant, Terminal Contract
fulfiliment ia subject to
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Seefion

Requirement

Perfarmanve Metvie

Dhie Dade

i Finaneial Consequences

additional languages during the
torm of this contract. The IVR

‘purchase or lease the equipment
: at the contracted rate. 1F 2143

2143 software upgtades are required Wlth{n thres (3)
on compatible equipmont 2‘;::::2?‘:%:“%
ourrently utilized by the '

Participant, software upgrades
will be provided at no itemized
cost to the Partiolpant o
Depariment.

Repair and/or ship replacement
POS equipment within three (3)
business days of notice of
failure,

234 Interactive Voice Response. Vendor hag provided an IVR [ 2.3.4 Ifthe Vendor no longer offers
(IVR) - Provide atoll-free IVR | gystem that meets the Continuous, from | the VR system capability
solution with touch-tone fumotionality requirements first day of desoribed in the scope or has
recognition options at a described in section 2.3.4 of the | Contract not met the requirement, a
minimum, and if available, scope of work, carreetive action plan will be
speech recognition; operating credted by the Vendoi's glient
iwenty-four (24) hours a day ‘team at their expense and
seven (7) days & week; capable presented 10 the Deépartment
of interfacing with a | or Participant for approval,
Participant’s business systom; "The actlon plan will provide
and avaifable in additional for an agreed upon resolution
languages othier than English, or the Department may
but at a minimum Spanish, The terminote the contract,
Department reserves the right to
add mutually agreed upon
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Beetion

!

Requivement

-solution must allow the transfer
of cusiomers to a Participant’s
customer support call center
and/or a Vendar's customer
support service representative,
Monday ~ Priday 8:00 e.m. to
5:00 pam, ET,

Performdanes Metric

Due Date

Fanangist Conseqgueness

- electronic checks, The sofution
shall assist Participants in
reducing the number of raturns,
prohibit-an end user from
making a payment with a bank
account that has exceeded a
predetermined limit of NSFs
and check for duplicate

payments by verifying the ohek

241 Debit and Credit Cards 1) Vendor has successfully Continvous, from | If the Vendor can no longer
| The Vendor mustaccept and —{-accepted and timely processed | firstdayof — | acoeptor process any of the
process alf Credit and /or Debit | all and fulfilled ali Contract payment types described in
Cards with the apptopriate roquirements-described in Section 24.1,24.2 & 2.43 in
American Bxpress, Discover, section 24,1, 2,42 and 2.4.3 of the scope of work, or has not
MasterCard and VISA logos, the seape of work, met the requirement, a
and other mutually agroed upon vorrective getion plan will be
‘payment card brands during the oreated by the Vendor's client
“term of this contraot, tearn-ut thelr expense.and
242 Charge Cards ~ The Vendor will presented to the Dopartment
accept and prooess agreed upon or Participant for approval,
charge cards. The action plan will provide
for a mutually agreed upon
243 Electronic Check / ACH tesolution or the Department
Payments — The Vendor must may terminate the cofitract,
provide for the acceptance of
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Nection

Requirement »
number, payment datc and
account number, to be
predeterined during the
implementation,

Performanee Metric

Ihe Dage

| Finoneinl Canequenees

244 The Vendor will provide The Vendor has provided a Contitioug, once | Ifthe Vendoris not able to
Iintomet ¢Check guarantes solution to support Infetnet requested by a support Internet eChicok
gervices in accordance withtho | eCheck guarantes services as | Participant guarantee services, the
applicable Regulation B or described in geotion 2.4.4.of the Participant will be-allowed to
NACHA mule orthe functional | scope of work in accordance obtain services autside the.
oquivalent. with the applicable Regulation Contract,

E or NACHA rule,

2.6 The Vendor will process, Vendor has processed, Continupus, from
authorize and settle all payment | authorized, and settled funds {irst day of
card brands and ACH into 2. QPD, based on the- Conteact
transactions agreed npon in the | requirement in Soction 2.1.8,
applicable Participant’s within 48 houss of
implementation Plan, based on | authorization and fulfiils all
the roquirement in Sectios 2.1.8, | requirementy deseribed in

All fands authorized, excluding
American Express mus! be
settled as described in section
2.6.1 of the scope of work,

section 2.6.1 of the scope-of
work and soction 215,322, F.S,
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Sectivg

Requivement

The Vendor must captuite

Performance Metric

Tte- Vendor hag captured

e Pate
Continuous, from

L onsenences

Ifitic Vendor is unable to

suthorization codes and/or authorization codex andfor fivst day of oomply with the provisionsof
authorization numbers for ail suthorization numbers forall | Conteact section 2.62 & 2.6.3, the
oredit card transactions transactions processed and has afficted Participant may
processed, The authorlzation | assigned and/or accopted a withtold payment: ¢luding
codes and/or numbers ymust unique Participant-defined payment card passsthrough
remain a part of the transactions | number to be included on the charges - Interchange, dues
and be provided clectronically | seitlement transaction record, and assessments, fines,
to-the Participant’s business | allowing for transaction ’* penalties are considered pass.
application. identification and traceability, through charges) until Vendor
) ¢.g. Merchant ID as required by is In compliance,

263 The Vendor must assign and/or | sections 2.6.2 & 2.6.3 of the
accepl a unique Participant- scope of work.
dofined number to be included,
in 2 flold identified by the
Vendor, on the settlement
transaction record, allowing for
{ransaction identification and
traceability, e.g. Merchant ID,
project name, as provided by
product design,

264 The Vendor is to have the ‘The Vendor bas met the Continuous, from | 17 the Vondor can no louger
sapacity and resources Performance & Scalsbility first day of provide or support the
availabxllty to absorb the state’s | Measure and hes provided Contract performiance and scalability
sizing requirements into its documentation of Performance requirements in Scope of
solutions and to scale up to mest | & Scalability Measures as Work seotion 2.6.4 or has not
the state’s needs during the deseribed in section 2.6.4 of the met fhie m;uiremem, a
contract term referred to as scape of work, cotrective action plan will be
performance and s¢alability. orested by the Vendor's-olient
Thug, the Vendor’s performance tearh at their expenise and
and scalability must exceed presented to the Department
150,000 Payment Card or Participant for. nppmva]
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bection

Requivement

transactions pet day upon initiaf
Confract implementation go

Perforpvance Metrie

e Date

inancinl Consequenpes 7
The action plan will provide
for o miually agreed ypon

live, and the volume of other resolution or the Department
transactions, e.g,, as indicated in gy terminate the contgact,
Master Conitract Adtachment F -

Valumes, Equipment and

cPayment Solutions; and aliow

for ani increase in size; scope- B

and complexity to meeta yearly | —

cstimate of'a 2% increase In the

number of transactions duting:

the term of the Conteact,

26.5 The Vendor must provide and | The Vendor has providedand | Continvious, from .
support the following Payment | supported the authorization, | first day.of Ifthe Vendor can no longer
Card mithorizafion, settlement | settlement and fraud prevention | Contrast providé of support the
and fraud preverition methods: | methods described in section authotization, settlement and
Card verifioation values; 2.6.5 of the scope of wark end fraud provention methods,
Address verificatiof; Account ] in compliance with Payment desctibod in scotion 2.65 or
updater; Configurable limit Card Organtzation Rules has not met the requirement, o
fields allowing & Particlpant to ' sorrective action plan will be
sot upper and lower charge created by the Vendor’s olient
amounts; Automatic detection tentn at thoir expenso and
and avoidance of duplicate presented to the Department
authorlzations, refunds and or Participant for approval,
settlements; Refunds verified ‘The ectlon plan will provide
against origlnal authorization; .foramutuaﬂy agreed upon
Automatic detection of high-risk resolution or tho Department
activity; Merchant Services may terminate the contract.
support for answering
frandulent inquiries; and
Automated sottlement
notifieation.

2B8of 61




Section

Reqguirentent

Performance Metrie

Due Hate

seuences

Participant’s Implementation

Provide multiple out-off times | Vendor has provided multiple | Continuous; from ected Patticipant may
to accommodate Participant- out-off times to accommodate | fiest day of withhold payment: (cxcluding
Level batching and setilement | batching ond settlement as Contract payment card pass-through
requirements as agreed upon in described in.section 2.6.6 of the charges - Interchange, dues
e scope of work. and asscssments, fines,
the Participant’s » penalties are considered pass-
Implementation Plan; through cherges) until Vendor
_ is In eompllance. '
26.7 Provide a solution which allows | The Vendor has provided single | Continuous, fom- | Affocted Participant may
single Payment Card batch. batch processing for batches first day of withhold payment (excluding
seitlement processing for batoh | greater than 99,999 as Contract paytnent cerd pass.theough
sizes greater than 99,999 deseribed in seotion 2.6.7 of the charges - Interchange, dues
fransactions. scope of work, and asgessments, fines,
penalties are considered pass-
through chargosy until Vendor
) : Is In compliance,
268 Participants subthit Payment The Vendor has provided Continuous, from  { If this Vendor fails ¥ offer a
Card or ACH batohes containing | @ssistance in adjuslt‘i;s ﬁg;deg &f zI;o live -w;?tgm tgmll-qﬁmmm
ioh - ¢ processing network hours to of the Initial -split batch settlements ag
Eﬂ‘;‘ﬁ;‘?‘“:ﬁﬁ:’;ﬁm‘ﬁ‘:ﬁ -complete settlements and Implementation | dessiibed in section 2.6.8 arid
ap 8¢ o provided effective solutions to | under the Contract | split batches ocour more then
times, Vendor must be capable | pjevicnts aplit batohes os two (2) times n a six (6)
of assisting in adjusting the doseribed in section 2.6.8. month period per affced
processing network hours, Partiofpant, then the ‘Vendor
within product diotated ‘will componsate the
timeframes, when these files are ';ﬂximt:;?g ogrgxlcfo
. ) | N Z.0; T
in gmpesisdto ir;st:lre. co:nplotion Tate settlovients uatil the
o provide soiutions 1o problem is resolved. This fee
eliminate split batches a3 may be offeet in & subsequent
mutually agreed upon in the “invoice.
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Plan

211 Provide the Department withz | Vendor has provided, to the Daily by 9:00 am
h daily settement reconciliation | Department, a Daily Settlement | ET, but no later
file specific to merchant Reconciliation file, as desoribed | than 5:00 pim BT
processing activity, by 9:00am | in section 2.7.1 of the scope of
ET, but no later than 5:00 pm work, at the agreed upon time
BT, contalning detalls for all and at no costs to the
Agency Participants settlement | Department.
nctivity, There will be 1o cost o
to the Department for the daily
settlement reconciliation file, _
212 Upon Participant request, the | If requested by the Participant, | Dally by 9:00am | If Vendor has fiot provided. .
Vendor shall provide a separate | the Vendor has provided a daily | ET, but no later tho Particlpant with the
daily settlement reconciliation | settloment reconcilintion flle, | than S:00 pm BT | reconciliatlon file by 5:00 pm
file containing only the containing ssttloment details BT, the costof the fila-for the
applicable Pacticipant’s for that Participant only, by day will be removed, This fee
settlement dotails, 9:00 am ET dally, as described can be offiet In a Participants
in section 2.7.2 of the seope of subsequent involce,
work, - _ -

2.8 The Vendor must adhere to The Vendor has complied with | Confinuous, from | Vendor will reverse inporrect
chargeback rules and the requireiments to debit or first day of go-live | cntries within two (2)
rogulations published by otedit tm_nsaction téfunds, of the Thitial business doys ofnotiﬂeat'ion.

ayment card brands utilized b -chargebacks, and/or Implementntion If incorrect eittries rosult In a
Paym ’ y ‘adjustments from Partivipants | under the Contract | loss of rovenue carnings, the
4 the Depariment, designated bank accounts in Vendor will compensate the

23 compliance with Paymernit Card | Cure - Within two | Partlolpant for loss of revenue
Transaction refunds, Organization Rules, (2) business days | carnings based on the formula
chargebacks, and/or adjustments of notifivation identified in Sgotion.2.6.1 or
processed for Participants must any fées assoolated with tho
be debitedor credited from /to ;;mg‘mjmk or
Panicipants designated bank applloable, e
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Sectlion

!

Reguirement

Performance Metyic

Due Dute

o B B
g Financial Consespnences

account(s). )
282 Suppott the chargeback provess |'Vendor has provided support | Continuous, from | Chargebacks will niot be

from the time the Vendor Is and a tool for the monitoring, - | first day of go-Jive | therged back to the

first notified through final tracking and resolation of of the Initiat Participant untif the tracking/
resolution; at which time, the | chargebacks, refunds and Implementation resolution tool i availsble,
1tem is suceessfully resolved or | adjustments and ACH réturns | under the Contract o

the item is charged biack to the | as desoribed in section 2.8.2,

Participant, 2.8.3 & 2:84, of the scope of

work and In compliance with

283 Provide a web-based chargeback | Payment Card Otganization
tracking/ resolution too! avallable] Rules and ACH regulations.
to the Parficipant that includes, |
but is not limited 10, viewing
chargeback details, reports, and
ability to respond and resolve
inquiries.

284 Support the tracking and
tesolution of misapplied
customer refunds and
adjustments,

248.5 The Vendor must offer o The Vendor has offered & Continuous, from | 1f ACH purchase alerfs or
solution which allows for real- | solution which ellows for reul- | fiest day of go-live | online sccess is not avaj lable,
fime purchase alerts for past time purchase alerts and online | of the Initial a corrective actlon plan will
NSF returned check activity and | transaction access as desoribed | Tmplementation bo created by the Vendor's
duplicate payments o tnsoction 2.8.5 & 2.86 of the | under tho Contract | cliént teard at their expense
clectronic check payments, soopo of work. - | and presented tothe

286 Department or Participant for
The Vendor must provide on- approval. The agtion plan
line transaction access to wiil provide foi a mutually
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Seetion ’

Reyubrement

Perfonuanve Metrie

Due DMafe

{ Financial Consequenees

vetuthied elestronio check / ACH agréed upon rosolution,
information, as provided by
product degign.
254,292 | Produst-specific reporting and | The Vendor has timely Continuous, from | i the Vendor has not
@- query capabilities aré required | provided reports predetermined | first day of go-live | complied with the reporting
for ePayment Collection by the Participant and of the Inftial and query requirements as
Solutions, Point of Sale Depariment, using roporting Implementation deseribed in scotion 2.9.1 &
oporations and Morchant and quety tools and otherwise | under the Contract | 2.9.2 (a-f) of the scope of
services:The Vendor's———-|-has met the-reporting and tuery work, corrective aetion plan
solutton must deliverrobust | requirements as described in will be created by the
reporting and query tools for | scetion 2.9.1, 29,2 (a-f) of the Vendor's cifent tedim at their
the Depattment and seope of work expense and prosented to the
Participants.. The repotting Department or Partloipant for
and query tools must permit approval, Thesction plan
the Department and the will provide for an sgreed
Participants to selectfrom 8 upon resolution,
full array of delivered and ad
hec reports that can be tailoted
to fit their individual needs, as
provided by product design,
29.2(g) - - | g) Provide online access to The Vendor has provided for | Continuous, from | If the Vendor can no longer
(9] detaffed and summarized the online. accoss to data for 13 | fitst day of go-live | provide 13 monthis of online
transaction data for 13 months and has provided for alt | of the Inltial access to data and in  manner
mmonths: requirements described in Implementation a8 described in section 2,92
o , section 2.9.2 (g-k). under the Contract | (%) of the scope of work, a
h) Provide rolling up the cotroctive action plan will be
transaction volymes, created by the Vendor's olient
amounts, retums, ete., to team at their expense and
designated hierarchical levels prosonted to the Department
by eand type for location and or Participant for eppraval,

The action plan will provide
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Seetinn

Reguivement

payment types;

1) Provide querying and dnllmg
down in realime from
summary reports to the
details of the report;

J) Provide realutime wob
reporting of trangactions from

Performance Metrice

Bue Date

Fiwancial Consequences

foran'agreed upon: redolution,

authorization through

payment and reconcifiation;
K) Provide semi-annual analyses
and comparisons of the
following:

L Payment card mterohengo
categories; e.g., Public
Sector, Bmerging Market,
CP8-Retail 2, otc,
anslyses for each
Participant.

. Provide comparison and
‘trends of previous
Interchange ratos as
compated to new rates.

293 ()

Must provide a Dashboard to
the Department with all
requirements inoluded for the
reporting perlod that are defined
in the Department’s
Implementation Plan,

The Vendor has provided a
mutually agreed upon
Dashboard containing the
required reports identified in
the scope of work,

‘Due dales defined

inthe
Departmont’s
Implementation
Plan,

1f the Vendor is unable to
provide-the dashboard, the
Departinent will work with
the vendor to fesolve the non-
compliance; a corrective
ection plan will be ereated by
the Vendor's client team at

33 of61



Neetion

é Reqguivenient

Performance Metrie

§ Due Bate

’ Fanincial Consequences

340f61

their expense and presented to
the Department for approval,
The action plan will provide
for an agreed upon resoltion,
I within-a six (6) thonth
petiod, the Department has
tiwo (2) fudidents of Hion-
cothpliance whete the
- — — ———[corractive volion plan hag mot
resolved the issue, the
Department may térininate the
contraot,
2.9.2 (m) Provide o seoure website scoess | The Vendor hasprovided for | No later than 1 ihie.-Vendor has not

to or otherwise provide the the requiremenis of section August 30 of each | provided on s yearly basis,

Contracior’s Statement on 2.9.2(m}) of the scope of work, | year. within sixty (60) day after

Standards for Attestation : boing publishéd, access to the

Engagements Statement (SSAE) sequired Statément on

16, or proof thereof on a yearly Standards Tor Altestation

bagls, within sixty (60) days Engagements Statement

after being published, The (SSAE) o the Vendor has not

SSAR 16 will cover the State’s provided the required

fiscal yeat which ends June Bridge/Gap letter, All Agency

30th, For any time duting the Partiolpant foes (excluding

fiseal yoar not covered in the payment card.pass through

SSAE16 the Contractor will fees - Interchange, dues and

provide a Bridge/Gap Letter. apsessments, fings, ponaliies
are cansidered pass-through
charges) will be withheld until
the deficlency has becn '
rosolved and approved by the
Department. _

2.10.1 Agsist the Participant in Vendort has notified and Thirty days (30) ]




Section

Reguivement

Performince Metriv

Dué Date

Fimanew) Consegences

remaining compliant with assisted the Department and priorto the
eonvenience foo requirements. | Participants of changes inthe | effective date of
The Vendor must notifythe | convenience foe regulations, as | change
Depariment and Participants of | described in seetion 2.10.1 of

changes in the convenlence fee | the scope of work and In

regulations, as dictated by the | vompliance with Payment Card

payment card Industry and all | Organization Rules.

applicable state and federal laws

and rifles and provide - S
notification to the Deparimant

and Participants thirty days (30)

priot to the effective date of

chenges iinfess-outside the

rensonable control of the

Vendor,

2102 The Vendor must provide for | Vendor has provided a solution | Continuous, once |-If the Vondor can no longer
the charging of a'convenience | that allows for the charging of | requested by a provide & solution that allows
fee on o transaction and shall be | convenience fees, as described | Participant forthe charging of-

-capable of combining and in section 2,10.2 of the scope of convenience foes ag deseribed

splitting the convenience fee wark and within the solution in section 2,10.2 of the scope

from the transaction fee within | chosen by the partioipant and of work; a corrective action

Payment Card Organtzation within Payment Card plan will be created by the

Rules and applicable law. Organization Rules and Vendor’s client toam at their

applicable law, expense and présented to the

Department or Partigipant for
approval. Tho action plan
will provide for a mutually
agreed upon resolution or the
Departiiont may terininate the
contract,

2,141 The Vendor shall not debit the | The Vendor has not debited the | 2.11.1 Vendor will reverse all foes

Treasury's Concentration Treasury Concentration No later than the | debited to the Agency
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o ]

| Government Participant a

Requirement

Account for fees or charges,
other than chargebacks,
refunds, adjustments and
electeonle check returns, for
Agoncy Participants,

The Vendor must provide each
Agenoy Partioipant and Looal

[ Account for fees and the

Performunce Metrie

Vendor has supplied onch
Pasticipant with a detailed
monthly invoice no Iater than
the 30th of the following
month, unless Vendor o
Participant ensounters
difficuity beyond their control,

Due Date
30th of the

cinl Conseguenes

| Participant’s Treasury

monthly invoice, unless the
Local Government Partioipant
olects to have the Vendor debit
tholr bank account.- The
‘Vendor's involce will provide
defatls on all contractual
trangaction costs résulting from
the payment activity processed
for the month and sent no Iater
than the 30th of the folfowing
month, unless Vendor or
Participant encounters difficulty
‘beyond their control, Billing
shall be available a1 each
Merchant 1D, terminal ID
number or location level
enabling the Participant to
identify-associated oxpenses.
Involging must provide for
fower level costs to b rolled up
to the highest level within the
organization. Monthly
billing/involcing of fees 1o cach

following month | Concentration Account,
Vendor will ot receive
payment urifil corrected
invoice Is received andl / or
adjusted and nio late fees will

2152 bo asyessed, if paid in,

Continuous, from | accordance with Florida's

the fitst day of the | Prompt Payment Law, )

go live of the

Initial

Implementation of

the Confract
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Section

'

qu uireniént
Particfpant ghall be the
responsibility of the Véndor and
contain such detail that the

| Participants oan audit and

approve payment of involes
with minimal need to contact
the Vendor,

Pertormiice Metric

e Date

Financini Cansegnences

Subsection
2121

Subsection
2122

Subsection
2123

Subscttion

Customer Service Support - The
“Vendor shall provide the
following customier support
services for ePayment sotutions,
Point of Sale operations and
Merchant services:

Account management support
for payment processing and
invoicing.

Real-time access to transaction
datail,

Qualified support staff in
adequate numbers dnd locations
to meet the needs of the contract
and required additional
sustomer sorvice/nceount
managers during large system
chariges or when Participants
have unexpected Issues that
need to be'addressed timely.

Reports Participant product uses

Vendor has provided customer

[ support services as described in

section 2.12 (1+5) of the scope
of work,

Continuous, from
the first day of the —
go live of the

Initlal
Implementation of
the Coniract

1f the Dopartment documents
“mote thantwo (2 incidents
for not complying on the

samé Deliverable 2,12
subsection, in-a 6 month
petlod, the Vendor®s client
team will create & mutually
agreed upon coreeetive plan at
thelr expense and present to
the Depattment for approval..
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i

Reqgnirement

Pertormance Metric

P Baste

Financinl Conaequences

2.124 in the Dashboard to the
Department to enable
monitoring the quality of
Lustomer and support service
activities on the due dates
teguired by the Dashboard
Schedule.
~-}-Subseetion—|-Escalation-of Participant issves |- — —
2.12.5 according to esoalation
procedures to resolve quickly
and appropriately. -
2131& During the first six {6) months | Vendor has provided onsite Continuous, from | If the Vondor hes not been
2133 of the conteact the Vendor mugt | consultations during the first | the first day of the | available during the first six
be available for onsite six (6) months for a maxismm | Contract ax[d ona | (6)months for onsite visjts or
consultations with the of six onsite no-cost weekly basis weekly teleconfersnce
. ) . consultation events and has during and after | consultations when requested.
Department, as requested in provided weekly consultations | Initial by the Department, the
order (o ensuire a successful with the Depariment via implementation | Vendor's client team will
implementation of the contract | teleconforence. sreste s mutually sgreed upon
and provide weokly consultation corrective plan at thoir
with the Department via g‘”ﬂ;‘.“g F’m‘_‘* it 3 the
epartment for spproval or
teleconference, or as requested, (he Department may torminato
the.contesct,
2.13.2(a-g) | Provide consultation up to twice | Vendor has provided training | Continuous, from | If the Department documents
por year at the Depariment’s aud consultation for ePayment | the fifst day of the more than two (2} incidents
tequest and training via solutions and POS operatlons | Contract for not complylng on the
conference call or weblnars for | @19 Merchant serviges as same Dolivernble 2,13
; described in section 2.13.1 & subsection, in a six (6) month
all facetsareas of their 2.13.2 (a-g) of the scope of poriod the Vendor's Client
ePayment solutions, Point of work. Team will create a mutyally
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Reguirement

Sale operations and Merchant

Pevfopmanve Motsic

e Duite

Finaneinl Conscquvnees

sgreed upon corrective plan at

services. There shall bsno their exponse smid present it to
Department and Jor Participant the Departmient for approval,
expense for training and
consulting.
Provide a training program that
meets the requirements in

T sectlon 2131 & 2132 (ap). [ B R _

2.14.4 The Vendor must provide Vendor has satisfactorily Continuous, from | If the Depariment docaments
supplies for Point of Salo provided supplios atno costas | the firstday of the | more than two (2) incidents
equipment, c.g, terminals, described in section 2,144 of | go liveof the- for not complying on the
printers, etc., at no cost to the the scope of work, Initial same Doliverable 2.14
participant, Shipping of the Implementation of 1 subsection, withih a six (5)
supplies will be charged the Contract month perlod, the Vendor's
according to subsestion 2.14.3 Clierit Team wilf orente a

mutually agreed upsn
corrective plan at theie
expensé and present it to the
Department for approval
which may also Include
reimbursement-of the
shipplng costs.

2.15.1 (8 | The Vendor must cooperate Vendor has cooporated with the | Within 60 deys of | 1T the Implementation Plan is
with the Department in Department in the development | contract execution | not developed within 60 days
developing the Department’s | 0F the Department's the Dopariment’s | of contract execution, due to
Implementation Plan. which Tmplementation Plan, Implomentation | the Vendor's lack of
. P an, Plan was cooperation, a corrective
includes dashboard doveloped and in | action plan will be created by
requirements, change order place with the Vendot’s client team gt
forms, participant-level olose oooperation from | their oxpense-and presented to

the Vendor, the Department or Partivipant
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Section

|

Requiremen

out summary; and participant

Perforaance Metric

e Pate

cial Consegionees

or approvil. The action plan

requests for product upgrades, will provide for a mutually

modifications, and/or agreed upon resolution,

enhancements.

2.15.2(a) | The Vendor will provide, to the | Vendor has provided agreed Due dates are I the Vendor has not
Department, both Local upon annual statistics to the defined in the complied with providing the
Government and Agency Department as described in Dopattment’s egreed upon annual statistics
—} Particlpunts information-and- ——|-section 2152 (a) of the scope—{ implementation—— -as-described-insection 2,13.2

‘statistics agreed upon In the of work, Plan () of the-scope of work, the

Department’s Implementation Department a correetive

Plan, allowing for the action plan will be created by

management the statewide the Vendor's client team at

CORtract, théir expense and presented to
the Department or Participant
forapproval. ‘The action plan
will provide for an agroed
upon resolution or the
Department may terminate the
contract,

2152(®) |2. New Participant-Level Vendor has determinod the best | Continuous, from | If' Vendot has not met the
- Project Implementation electronic solution acceptable | the firstday of the . | réguirement, a corrective

Munagement (Futuro to the Partioipant as desoribed | Contract and upon | action plan will be created by

Implerontations) - The Vendor | in section 2.15.2 (b) of the request from- the Vendor's client team at

will consult with the scope of worl, Participant thelr expense and presonted to

Department and the Agency the Dopartment ot Panticipant

Participants-that arc approved for approval, The aotion plen

by the Department to accept will provide for a mutually

clectronic payments. Together agreed upon resolition,

they will detérming best

solution-to be implemented,

gather requirements, and
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Section [

develop the Participant’s
Immplementation Plan, Local

Government Participants do not
require Départment approval

Performance Métric

Bue bate

Figuncial Consequinees

and the Vendor will consult
with them independently to
detorinine requirements and best
solution. . : -
2.152(c) | During the tarm of the contract, | Vendor has provided a project | Continuous, fiom | Ifthe Vendor has ot

the Vendor must assign a or implementation manager as | the first day of the | provided & project or
projectimplementation manager | described in section 2,15,2(¢) | Contract implementation manager &

- for each Participant-Lave] of the scope of work, corrective action plan witl be
project; e.g., implementation of created by the Vendor's client
ROW System projects, conversion team at their expense and
or expansion of existing presented 1o the Dopartment
projects. The or Particlpant for approval,
project/implermentation manager The action plan will provide
is the person designated for a mutually agreed upon
responsible for the overall resolution or the Department
nanagement of the project, may terminate the contract as
suthorized to make decisions Ao the affected Participant,
and manage the allocation of
resources on behalf of the
Vendor.

2.152(d) | Wharo necossitated by Vendor has provided project Continuous, from | If the Véador has not
complexity or for gateway implementation work plans the first dny of the | provided projeot
soiutions, the Vendor must which include all project Conlract and upon | implemettation work plans, a
provide a project deliverables and timelines ag' | Participant roquost |-corrective action plan will be
Implementation work plan for | described in seetion 2,15.2.(d) created by the Vendor's olient
each Participant-Level project to | of the scope of work, team at their expense and
imploment new projects, presented to the Department
sonvert or oxpand existing .ot Participant for approval.
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Requirement

' projects. ‘The project

Performance Metrie

Due ieie

Thg action:plan will provide

implementation wotk plan for & mutually. agreed upon
‘should include a schedule of all resolution. After two (2)
activitles, tasks, and noncomphiance events
delivorables from the date of the documented in 8 12 wionth
initlal meeting of the proposed period the Department may
projest through successful ternrinate the-contract,
testing and implementation to B
| final sigeroff by the Partisipant, 1 ) . I
The Vendor will remain on
schedule as indioated in the
Initial project implemcntation
work plan with adjustrnents to
schedule 45 necessary due to
changes in scope. All revisions
will be dotuitiented in the
project implementation work
] .plgn.
2.152(e) | The Vondor must provide an The Vendor has provided a Continuous, from  { If the Vendor has not
agreed to change order request | change order request plan, as | the first dayof tho | provided a change order
plan to the Department for described in section 2.15.2 (¢) | Contraet | requesi plan, a corrective
Participant-Level projects that | of the scope of work that action plan will be oreated by
Identifies changes aftor the identifics changes and the Vendor’s clionf team at
projeet requirements have been | associated costs, ifany. their expensc and présented to
gathored and approved by the the Department or Participant
Participant, The plan must for approvel. ‘The action plan
describe where in the project will provide for &n agreed
development process changes upon rosolotion. After two
can be requosted and / or {2) noncompliance events
changed and when & ohange documented ina 12 month
order request will incur cost(s). period the Department may
Any costs assoclated with terminate the contat,
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Requirement

Performuance Metric

Pue Pty

Finaneial Conseguences

change order requests are
indentifiod in. the pricing
gchedule, .

2152(H | Where necessitated by ‘The Vendor has provided a Continuous, from [ Ifthe Vendor hag not
complexily or for gateway Participant-Lavel close out the first day of the | provided more than two (2)
solutlons, at the close of cach | suminary for each project es | Contract close-out summaries withina
Participant-Level project, the described in seetion 2,15.2.(9 six (6) month period,
'Vendor should provide the of the scope of work, validated by the Contract .

- ~ | Department and Participanta Meanagers, the Vendor*s.oljent
‘close-out sumnusty of the team will create & mutuatly
Parifcipant-Level projsot of a agreed upon corrective plan gt
completed Participant’s their expenso and present.it to
Tmplementation Plan to include: the Department for approval,
Project purpose, desoription of The-sction plan will srovide
the solution(s), poject for an agreed upon resolution.
fimelfnes, obstacles, and lessons
learnied; & comprehensive list,
during the term of the contract,
of Particlpant requests for
product upgrades, modificationy
and/or crhanoements that were
not avallable at implementation
with the expected availebility
date, as product development is
able to accommodate; and
issues identified duting
development and how they were
resolved, ,

2,16.1 The Vendor’s ePayment Vendor’s products have 2.16.1 If it is determined by the
Colleotion Solutions shall be protected data in compliance Continuous, from | Department that the Vendor is
protected as dosoribed in section | with PCIDSS standards and the flrsiday of the | not PCIDSS compliant or has
2.16.1 of the scope of work, faws, provided PCI customer Contract not provided PCI DSS
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Reguirement

rmanice Melric

support and provi

e Bate

* Finctal Comeguences

asered! h-gixty (60)

2162 Malntain PCTDSS acereditation | Atestation of Compliance 2162 days-of lssuanse; the
protected as described in seotion | (AOC) or proof thoreof,ona | Within sixiy (60) | Department shall take
2.16.2 of the scope of work, on | yearly basis as desoribed In days of issuance | appropriate dotion,.up to and
1 yearly basis, within sixty (60) | section 2.16.1 & 2.16.2 of the including termination of the
days of {ssuance. scope of wotk, gonitact. _

2.163 Upon Participant demand, Vendor hag provided PCT Continvous, from | If Vendor has not mef the
provide at no charge PCIDSS | customer support and the first day of the | requirement in section 2.16.3

- -oustorer-supportand— - |-compliancostalf, as described |- Contract of thescope of work, s~
compliance staff for expertise | in section 2,16.3 of the scope of cotrective action plan wil be
and guidance ensuting work and according {o the created by the Vendor*s ¢lient
compliance with PCIDSS PCYDSS standards. team at their expense and
Tequitements as desoribed in prosented to the Departinent
section 2.16.3 of the scope of or Participunt for epproval,
work. The-action plan will provide

for a mutually agreed upon
' résojution,

2.17.1 The Vendor must provide Vendor has provided agreed As detomtined in | If Vendor has not met the
agreed upon escalation upon esealation procedures and | the Department’s | requirement; & coredotive
procedure or dispite resolution, communication plan for the Tmplementation actioh plan will bo created by
determinéd in the Department’s | handling of contract issuesas | Plan ) the Vendor's client team at
Implementation Plan, for the desoribed in seotion 2,17.1 of thelr expense and presented to
handling of all issues and the seope of work, the Departmont or Participant
problems, to include a detatled for approval. The action plan
communication plan to ajl will provide for a mutually
partics; e.g., Participant-Vendor, agreéd iipon resolution at tho
Vendor-Department, Vendor Vesidor’s cost,

Pardivipant.
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Section

! Reguivement
!

Perlonibanee Metric

ue Date

[ Financial Cunsegue

aintainthe |

Data Aseuracy - The Vendor | Vendor toets the data accuracy | Accuracy lovel~ | If Vendor fails to maint
mustmaintain an average Tevel as describe in section Continwous, from | data accuracy level for the six
1 agcuracy lovel | 2,18.1 of the scope of work. first day of (6) month-period, & correntive

-10reFayment transactions ‘The Departirient will perform 8 | Contract action plan'will be created by

processed and/or transinitied semi-atinual measurement of the Vendor's client team at

during a six (6) month period. | data accuracy based on the Cure ~ three (3} their expense und presented fo

The result of the messurement | volume of inacourate data motths aftef the | the Department for approval,

will not be provided to the reported by a Paricipant to the | approved plan The Vendor will have three.
| Doparmen{as it isnot ttacked | Department. {  |(3)moithi affer the approved

by the vendor, The Department plain to meet the regnirement

will provide an opportunity for orihe Department may

‘Vendor to review the data used terminate the contract,

to caleulate the measuroment

- | and respond regarding the

metrie, v : ——

2182 Vendor Processing Systems « Vendor'y processing system Continuous, from | If Vendor fails to provide
The Vendor must provide the | provides secure and up to date | firgt day of soeure and up 10 date
Participant with seoure and up | processing systems as Contraot processing systems, 4
to date prooessing systems and | described in seotion 2.18.2 of corrective actlon plan will be
equipment and provide the scope of work. Cuto - Within created by the Vendor's olient
upgrades, modifications, and/or threo (3) months | team at their expense and
enhancements to include the afler the approved | presented to the Department
following secure network plan for approval. The Vendor
connectivity: Support direct will bave three (3) months
{cased lines; Suppott site-to-site aller the approved plan to
spcure Virtual Private megt the requitement or the
Networks; and Support IP- Depariment may terminate the
‘Address filtering end blocking. . conttnst,

2183 The Vendor must provide the | Vendor has provided scheduled | Continuous, from | Affected Participant may
Dopartment and Partlcipanis reuitlhe maintenance windows | first day of withhold payment (oxcluding
scheduled maintenance a3 despribed insection 2.18.3 | Contract payment card pass-through
windows for maintainingand | of the scope of work. charges - nterchange, dues
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Reguirevent

supporting operations as-a part

Performance Matrie

- Dite Date

and pssossments, fines,

of thié normal course of ponelties arc considered pass-
business, Routine maintenance through charges) until Vendor
shall be at the Vondos's is In compliance, 'This fee
| expense. will be offsét in the affected
' Participants subsequent
. invoige,
2184 Partivipant Project Testing Vendor has provided a test Continuous, from | If the testing environment is
e Bnvironment - The Vendor shall-|-envitonment thet mirrors 8~ —|-first day-of — | not parallel and doesn’ mitror
provide the Participant a test production environment forall | Contract the production environment
envivonment thet mircorr, but | tosting requirements in section the affocted Participant wil)
does not require a separate 2.18.4 of the scope of work. not be charged for any
sohip, of the production changes or modifications
environment. The test required 8s a result of this
énvironment should be paraliel deficiency.
to produstion environment
including data connections,
firownlls, and servor
‘environmenis, Testing will ba
supported by the Vendor in
phases that will ensure
operability and desired resulis in
unit, systemn and acceptance
testing and meet targeled
production date and
support/guldance for live
testing,

2185 Data Transnission Security - | Vendor hias met security Continuous, from | Based on the product chasen,
The Vendor must provide and | protoco! requirements agreed | first day of the Parficipant may withhold
ensure that cach Participant- upon in the applicablo Contract monthly maintenance fee
Level projeot utilizes security Implementation Plan (based on payments until séourtty
protocols (based on the product | the product chosen by the protocol 1y in place.
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Section i

Requirianent

{ Participant) that safeguards

Pertormance Metric

Dite Date

Finspets] Consequunces

‘chosen by the Patticipant) that
safeguaeds the confidentinfity | datafor each Participant-Level
and integrity of information project as desoribed in section,
during data transmissions and | 2.18.5 of the scope of work.
are in compliance with PCJ, e.g.
HTTPS, 128-bit SSL
12185 Data Transmission Seourity - ‘Vendor hias mét seourity Continuous, from | Rased on the product chosen,
The Vendor must provide and | protocol requirements agreed | first day of the Participant may withhold
ensure that each Participant- upon in the applicable Contract monthly maintenancs fee
Lovel project utilizes security Implementation Plan (based on payments until security
protocols (based on the praduct | the product chosen by the protocol is in place,
chosen by the Pasticipart) that | Participant) that safoguards
| safeguards the confidentiality | data for edch Participant-Level

! and integrity of information | project as deseribeéd in section
durng data transmissions and | 2.18.5 of the scope of wark.
are In complisrice With PC, ¢.8.
HTTPS, 128-bit SSL. i

2,186 Web Applicstion Standards—~ | Vendor has used agreed upon | Continuous, from | Participant may withhofd
The Vendor must provide application programming first day of monthly maintenance fee
application programiing intetfaces as doseribed in Conract payments uatil the Vendor
fnterfaces agreed upon in the sootion 2,18.6 of the scope of provides agreed upon
applicable Partivipant’s work, application programming
Implementation Plan using interfaces,
seoure web application
standards specific to web-based
technology for application
Intorface standatds, e.g.,

OWASP and QASIS standards,

2.187 Notification of System Changes | Vendor has provided written | As oceurs In the cvent the Vondor does
= Provide to the Department and | notice for changes to existing not provide written notice or
the Partiolpant, written notice | technology that would impact nlerts-as described in scope
for changes to existing the functionality of the section 2.18.7, 8 correstive
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Requiremens

technology (e:g. equipment,
software) curreritly being

Department's or the
Participant’s appHcations,

Due-fute

plan will be created by
‘the Vendor s Cllent T'eam at

utilized by the Participant, thoir exponse and presentod to
Additionally, if the the Depai'lment of Pasticipant
technological changes are for approval, The action plan
krowh by the Vendor to be of a will provide for am sgresd
natnro which will impact the upon tesohition at the
Department’s or the Veéidor's cost, or the
- | Partleipant's applications; the — - B — I Departmeat will terminate the
notice shall includo an alert to eontract;
such impact, .
219.1 The Vendor must maintain Vendor hag maintaiged policies | Continuous, fiom | If the Vendor does ot
policies and procedures on who | and procedures consigtent with | first day of maintain policles and
has access to secure data, how | ePoyment data managoment Conteact procedures as deserlbed in
access 1§ controtled and the and secnrity standards ag scope section 2.19.1 & Master
dlaily operation and management | described in section 2.19.1 of Contraot, section 7 a
of systems conaistent with the soope of work and Master corrective action plan will be
ePayment data management and | Contract section 7, oreated by the Vendor’s
security standards, Client Téam at their expense
and presented to the
Department or Pattioipant for
epproval. The action plan
will provide for an agreed
upon fésolution at the
Vendor’s cost, or the
Depariment will terminate the
— . . oontmot.
2.192& | The Vondor must restrict aocess | Vendor has resiricted accoss o | Continuous, from | It the Vondor has nat
Master 1o unauthotized persons and unauthorized persons and first day of restricted aocess to
Contract maintain internal controls to maintained Internal confrols as | Contrast unauthorized petson(s) or has
sections 7 & | monitor, detect, record or log described in section 2.19.2 of not notified the Department
300 gysiem aopess activity where the scope of work, and Master | Within twenty-four ‘within twenty four (24) hours’
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Section

telative to this Contraet, The

Perferme

e Date

FFimocial Conseguences
i

Conutact sections 7 and 30.(B), | (24) hours of being | of any unauthorized activity,
Vendor must notify the which shall be no less stringent | made aware of any | where relstive 16 the Contract,
Dopartment, within twenty-four } than AP&P 4-03, Information | vesuthorized & corrective action plan will
{24) hours of being made aware | Technology Security Pollcy, or | activity. be ereated by the Vendor's
of any unauthorized aotivity. more stringent security client team at theit expenie
standards if applicable, e.g., and presented o the
PCI DSS. ' Department or Participant for
epproval. The action plan
- — — — il provide for s mutually
agreed upon resolution or the
Departmenit may terminate the
— . » contract:

2193 The Vendor will provide The Vendor has provided Continuous, once | The Vendor will be subjeot to
options to protect cardholder optiona to protect cardholder | requosted by a the reinedies of applicable
information in order to meet information and meet PCI DSS | Participant Florida law and PCI DS, If
PCIDSS as follows: as described in section 2.19.3 an option is not provided
Truncation, as defined in section | of the scope of work. within the time required i

2.19.3 of the Scope of section 2.19.3, a corrective

Work: action plan will be created by
Bncryption, a3 defined in the Vendor's cllent team at

section 2,19.3 of the Scope thelr expiense and presented to

of Work; and the Department and
Tokenizatlon, as defined in Participant for approval, The
section 2.19.3 of the Scope of action plan will provide fora
Work, mutually agteed upon

* AtPoint of Sale resolution or the Departmont

s Upon Authorization may torminate the contract,

2,194 Exit Transition Assistance Plan: | At contract cancellation, Bach of twolve As aremedy and at the
The Vendor must provide fermination or explration, the | (12) months after | exponse.of the Vendor, if thig
access to the Participant’s data | Vendor has spreed to provide | contract requitement has not been met,
by extending access to the access fo the Participant’s data | cancellation, an action plan will be cronted
Vendor’s reporting fool fora utilizing the Vendor’s termination or - by the Vendor’s ¢llent team
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Reqguirement

Porfarmance Metric

D Date

}

|

Fimneid! Conseigtienegs

period of twelve (12 months propriedaty reporting tool a8 expiration, and presented In person to. the

after contrast cancellation, deseribed In seetion 2,194 of Dcpartment for approval, The

termination, or explration, The | the scope of work. action plan will provide for a

Vendor must make all State . mutually agee¢d upon

Data and Shared Data accessible resolution or the Vendor will

to the Department, refund any amount paid for
this requirement and provide a
muitually agreed upon

——————— - S — —- - — ~taltemativemcthodof—— —

providing the required data, as
deseribed.in 2.19.4 of the
‘Seope of Work, to the
participants,

220.1 The Vendor must provide Tho Vendor has provided Within sixty (60) | As a'cemedy and at the-
annual cortification, within sixiy | annuel certification at an sgrevd | days afier Contract | expense ofthe Vendor, # this
(60) days after the Contract upon date of the existence and | anniversary date. | vequirement bins not been met,
anniversary date, of the adequacy of their disaster an action plan will be created
existence and adequacy of their | recovery plan that assures by the Vendor’s ¢lient team
disasier recovery plan that business continuity, for the and présented in person to the
‘nnsures business continuity, for | Department and Participants, Department for approval, The
the Department and. during a disaster s desorlbed In action plan will provide for a
Participants, during a disaster, | section 2.20.1 of the scope of mutually agreed upon
The certifioation or the SSAE | wosk, resofution or the Department
must bo exaouted by an ‘will terminate the contracs,
Independent auditor or regulator
as to the successful petformance
of the annual Disastor Recovery
test,

2202 Dlsaster Recovery Response~ | The Vendor has provided 2.20.2 As aremedy and af the
Provide in advance the order of | updated information for key Continuous, from | expense of the Vendor, if thig
suceession for assigned officer | managors and staff to contact | first day of requirement has not been met,
and key staff that the during a disaster as described in | Contract an action plan will be.created
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Keetiin

Requirement

Dopariment works with inthe . |

Pevformanice Metric

s Date

winl Consequenges

geotlon 2.20.2 & 2.20, 3 of the’ {by:ihs Vendor's ¢lient team)
repulac course of business. geops of work. &t Vendor’s cost, and
| prosented in peeson to the
2203 Provide a process for notifying 2,203 Department for approval,
the Department when the Within four (4} '
Vendor's ability to do business hours of
with the Departnent has been compromise.
compromised within four (4)
— - rhougg e e
2.204 Thoe Vendor must have an The Vendor has timely Continuous, from
eatablished securo back-up provided a functioning back-up | first day of
system for services and report | system as desoribed insection | Contract
1 dolivery if the web-based 2.20.4 of tho scope of work,
system is unavailable, This Within the hours
back-up must be functioning of the occutrence
~within 24 hours duting the first as stated in 2,204,
year and thereafter eight (8)
‘ houts of the aecurrence.
Aceount ‘The vendar must-have no more | No mote than 3 documented | Quarterly. If the vendor has not:met the
Updater than 3 documented oredit cards | credit cards that are crroneously requirenent in full, a
that are erroneously not updated | not updated on a quartetly corrective action plan will be
on a quarterly basls. basls. created by the vendor's client
team at their expetise and
presented io-the Department
‘or Participant for approval.
“The action plan will provide
for'a mistually agreed upon
resolution or the Participant
may terminate the sorvice,
Account Implementation is 8 - 10 weeks | Implomentation is 8 - 10 weeks | 8 - [0 wecks afler | If the vendor has not me the
Updater after receipt of Request Fform ___ | after receipt of Merchant signed | recelpt of Request | requirement in full,
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Seetion

Reqguirement

dependent on Agenoy resources

Performane

Request Forny deperident on

Yorm dependont

Financinl Consequences

containing summary or detailed
information in connection with
Customer's payment processing
based on set up tools that are
provided by BAMS in
conneotion with the application,
Dati File Menager Services
provide an application that
allows Cugtomer to access
certain undetlying payment
processing data files divectly in
order to oreute, test and manage
customlzed data file summary
seports that can be uploaded to
Customer’s systoms o perform
reconciliation, reporting or other
management functions. Custom
teports created by Customer
using the Data File Manager

to implemont and Project plan, | Agency resouroes to irmplement | on-Ageéncy
and Project plan, resources o toam at their expense-and
. implement and presented to the Depariment
Projeot plan. of Partlcipant for approval,
The action plan witl provide
for & mutually agreed upon
resofution or the Participant
— — e - R ——-}-mayterminate the sérvice. -
Data Rile Data File Manager wilk allow | Vendor has provided the data | As needed, If tha.vendor has not met the
Manager Customey to create and generate | file manager setvice as needod requirement in full, a
customized raw data filey by the customer, cortovtive aotion plan will be

created by the Vendor’s olient
team at their expense and
presented to the Deparmment
or Participant for approval,
The action plan will provide
Tor o mubually agreed upon
resolution,
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v
i
H

Requirament

Performance Metric

" be l):nc 7

s Fimunekal Consequences

face transactions, as well as in

Services may beé genetated on a
weekly, dally or asneeded
basis, Implémontation —6— 8
Weeks alter recsipt of Request
(assumhng full slient
participation in
unp]ementatlon/tcsdng) .
Data File Implomentation Is 8-10 wooks | Vendor has implemented the | 8-10 wecks after | If the vendor has.rot met tho
~{'Manager~ | aflerrecelpt of Request Form | Data Pile Manager product 8= | teceipt of Request | requirement infull, o
dependetit on Agericy resources | 10 weeks aftor recelpt of Formin ‘corrective aotion ; plan will be
to Implement and Projectplan. | Merchant signed Request Form | conformity with | crented by the Vendors client
in conformity with the the specifications | team at their expense and
specifications of the Data File | of the Data Filo pmwatcd tothe Department
Mannger Addendum to the Manager or Participant for approval,
MSA. Addendum to the | The action plan will provide
MSA. for a mutually agreed up(m
rosolution.
Dynamic ‘The Dynamic Currency Vendor has aceurately provided | Continuous. I the Vendor is not able fo
Currency Conversion (DCC) has provided | the currency conversion service fully support Dynamic.
Conversion | the currency conversion product | in conformity with the Currency Conversion, the
that is & secure and compliant | specifications of the DCC Participant will be allowed to
credit cerd processing sofutfon | Addendum to the MSA, obtaln services from another
that provides businesses the service provider.
ability to offer their
international customers the
chofce to pay in their own
currency or USD, With DCC,
buzincsses will accept foreign
MasterCand and Visa cards at
the POS in traditional face-to-
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Requirement

Pertormanee Metric

e Date

| Financial Conseguences
t

card-notpresent (CNP)
cnvironments,
Dynamio Implomentation is 2-3 weeks Vendor has implemonted the 2-3weeks after | If the Vendor is not ablo 1o
Currency after receipt of tequest DCC product 2. 3 weeks after | recelpt of request  { fully support Dynamiic
Conversion | (download to terminal required | receipt of request (download to | (download to Currency Conversion, the
for POS installations). Note the | forminal required for POS terminal required | Participant will be allowed to
deliverable timeframe Is based | instaliations), for POS obtain serveies from another
~| onanorder of 1=-10 setups; |~ - installations). “serviceprovider, T |
Iarger group orders to be
implemented at mutually agreed
upon timeframe.
PayPoint | Vendor will provide Customer | Vendor has provided a solution | Continious, If Vendor has not met the
‘with a payment administiation | for a gateway for multiple ~ requirement in full, o
solution that allows Customer to | payment solutions. gorrective dotion plan will be
use an inbernet based gateway greated by the Vendor's elient
10 manage Cohsumer payments toam at their expense and
and payment transaction data presented to'the Department
initiated and submitted via in- or Partitipant for approva.
person, point-of-sale, payment “The action plan will provide
kiosk, web basad applications, for 4 mutually agreed upon
customer reprosentative assisted Resolution, If the Vendor is
calls or interactive voice not able to support PayPoint
response (*IVR™) channels. The servioes, the Participant will
PayPoint Services will enable be allowed to obtain services
Customer to (i) consolidate from ancther service provider,
payment output files with the
PayPoint Services posting

file(s); (ii) feview Consumer
payment reporting; (ifi) perform
detailed Consumer payment

540f61




seclion

Requirement
tescarch related to status, date
tracking, timo tacking,
suceesstul or negative payment
‘| fesults and payment
reconcilistion; Gv) review
Consumer payment
authotization and retum
processing information; ’
1 (v) perform Congumer payment : o - B : : T
void and refund processing;

(vi) track Consumer payment
chargeback and seitlement
netivity; (vii) epply notes to
specific Consumer payments or
transactions; (viii) process,
single, vecuning orad hoo
Consurner payments; (ix) set~
up, access and manage multiple,
individual Consumer accounts;
-and (x) add certain Customer
personalization (6.g,, Customer
speoific logo, color theme
and/or foxt) to Customer's
website and/or IVR (defined
below); if hosted or provided by
BAMS. Dependent on Agenoy
depth of integration and
resource constraints and
requests for custom
development,

Peyformance Mefric

Due Date

Finsacial Consegnences
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Reguwivement

Performanee Metrie

DueDate

Fimmeia) Consequenpes

PayPoint Implementation is a minimum | Vendor has implementedtie | Nowmore than 6 1f Vendor has not nyet the

of 4 weeks (ind con take up 10 6 | PayPoint progduct no more than | months after requirement in full, 5

months) after recelpt of Request | 6 months after receipt of receipt.of Request | corrective action plan will bo

Form. Morchant signed Request Form, | Form, created by the Vendor's clien

S T T “teai Bt tholr expense and
presented to the Department
of Particlpant for approval,
The action plan witl provide
for & mutually agreed upon
Resolution, If the Vendor is
not able to support PayPoint
services, the Participant will
be allowed to obtain services
from another setvice provider.

TransArmor | The “TransArmor Services” will | The Vendor will provide the As agreed toand | If Vendor has not met the

provide Customer with. service as agreed to and signed | signed by the requitemenit in full, a

(8) encryption of point~-of-sale | per the Merchant Request Vendorand cotrective action plan will be

data, Including, historical Form, Customerinthe | oreated by the Vendor's client

transeotion data, card number, optional MSA team at their expense and

and track | and track 2 magnetic presented to the Department

stripe datz, related to payments of Paticipant for approval,

of hoh-monetary clectronic The-action plan will provide

transactions (e.g;, loyalty for s mutvally agreed wpon -

transactions) when such data Is

Resolution. Ifthe Vendor is

uploaded and sent to BAMS for not able to support
processing; and (b) tokenization Transatior services, the
of the authorization response Participant will be allowed to
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Requirement

Perforinance Metpie

Bue Date

[ Fiwaneisl Conseguences
1 v

that BAMS provides to obtaln serviees feom another

Customer in connection with service provider,

processing the point-of-sale or

non-monetary, electronic

trangaction data Customer

-submits by converting and

toplacing BAMS’ authorization

rekponse data with a'token value

~t (a*Token™), BAMS will

provide Customer with an

erieryption key that must be

used to encrypt Card data upon

upload for transmisslon to

BAMS In conneotion with the

TransArmor Services,

TransArmor | Merchant Account Entitlement | Merchant Account Entitloment. | 5 — 7 Business If Vendor has not met the

will be activated 5 - 7 Business | wifl be activated 5~ 7 Business | days after the requivement infull, a

days afet the Request Form has | days after the Merchant signed | Request Porm has | corrective action plan will be

been recelved, Request Form has been been recelved. created by the Vendor's client

received, team sit their expense and

presenied to the Department
or Participant for approval.
‘The action plan will provide
for 8 mutually agreed upon
Resolution. If the Vendor is
#iot able to support
Transarmor services, the
Participant will be allowad 1o
obtain servicés from enother
aervice provider,
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Requiremunt

i The Vendor will provide the

Pertarmanee Metyi¢

4
i
i

Pue Pate

Finaneid Conseguencey

TejeCheck | TeloCheck will provide As agreed o and | If the Vendor 18 not ablo to
Subsaceiber with its Internet service as agreed to and signed | signed by the fully support Intemet eCheck
Check Acceptance (ICA) by the Vendor and Subgoriber | Vendor and guarantec services, the
electronic check based payment | in the ToloCheck Agraoments, | Subscriber inthe | Participant will be allowed 1o
processing serveies that allow TeleCheck obtain services from qnother
Consumers to initlate a payment Agrooments, seryloo provider, Delivery
via the Interaet as-an electronic ' SLA is forone to five set ups,
fund transfer and acenmpanyin, Larger volume vequests wijl
warranty services ("ICA e | be mutually agreed upon for
Services”). TeleCheck will folfillment timeftamey;
crodit each Warranty
Transaction processed under
this Agreement via electronic
fond transfor as paet of @ batch
credit to Subsceiber's account,
Servlces arc to be implemented | Vendor has implemonted the | 7 - 10 business If the Vendot is not able to
Telechsck | 7- 10 business days after- services 7 - 10 business days days after vecoipt | fully support Internat eCheck
racelpt of the Request Form for | after receipt of the Request of the Request gudtanfes servicés, the
the Welcome Bmail with setup | Foem for the Welcome Emall | Form for the Participant will be aflowed to
instruotions to be sent 10 the with set up instructionsto be | Welcome Bmail | obtain services from ancther
Morchant, sent to the Merchant, with setup service provider. Delivery
instructionstobe | SLA 1 for one to five set ups,
sent to the Latger volume requests wil]
Meatchant, be mutuslly agreed upon for
fulfiliment timeframes.
Vendor will provide MobllePay | The Vendor will provide the As agreed to by
MobilePay | Sorvices In connection with the | service as agveed to with the Vendor and 1f the vendor has not met the
Wireless Services BAMS Merchant signéd Requost Form. | Customer In the | requitement in full, o
provides. The MobilePay optional correetive action plan will-be
Services will provide Customer MobilePay created by the Vendor's client
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Section

Reqguiresaent
with sccess fo a mobife payment
gatoway that enables Customer
to use & Wireless Services
compatible; web-cnabled mobile
device with a data plan and web
browser capable of processing
XHTMIL Mobile Profile pages
in order to: (a) log onto a secure

| website application, (b) eater

certain consumer credit card
transaction information for
which it Is prompted, (c) submit
the transaction information to
BAMS for

processing, (d) receive an
suthorization or decline
_message for transactions
submitted to BAMS for
processing, (0) tecelve an
vlectronic rocsipt for authorized
transactions; and (f) send such
slectronic receipt fo the.
consumer e-mail address(es)
after the transaction is complete.

Pevformanee Metpic

Bae Date
Addendum to the
MSA. :

presented to the Department
or Participant for approval,
The action plant will provide
for a mutually agreed upon,
resolution, ‘

MobilePay

Implementation is 7- 10
Business days after request
Form Received » Card Reader
and Welcome Bmail to be
provided to the Merchant. (in
addition to the set up of the
Merchant ID if needed — which

Vendor has implemented the
servioes 7 « 10 bugingss days
after recelpt of the Merchant
Signed Request Form « Card
Reader and Welcome Email to
be provided to the Merchant (in
addition to the set up of the

7 - 10 business
days afier reoeipt
of the Request
Foimt « Card
Reader and
Welcome Email to

be provided to the

If the.vendor has not met the
tequirement In full, a
corrective action plan will be
created by the Vendor*s olient
{eam at their expense and
presented to the Department
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Seetion

7 Requirvemeng
can be an additional 7 10
business days)

[ Merchant 1D if néeded - which -

Performance Metrie

can be snadditionsl 710

lNli([U({ngs

Merchiint (i pantfor approval,

or Partic
addition to the set

: The action'plan will provide
busincss days) up of the Merchant | for a mutually agreed upon
ID if needed — resolution,
which can be an
additiotial 7~ 10
business days)
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